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ENTITY

—

The Office of the National Coordinato} : \ < ONC defines overall policy and
Health Information Technology certain governance requirements.

N

< RCE provides oversight and
governing approach for QHINS.

Qualified Health Information
Networks (QHINS) connect
directly to each other to facilitate
nationwide interoperability.

— e - o e ey,

Each QHIN connects Participants,
which connect Subparticipants.

A

Subparticipants  (
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A QHIN is an entity with the technical capabilities and
organizational attributes to connect health information
networks on a nationwide scale.

« High volume

 High reliability

« Abides by the Common Agreement

* Adheres to the QHIN Technical Framework

Participants and Subparticipants will be able to choose their
QHIN based on the services provided and fees charged.

Participants and Subparticipants will be able to share

. information with all other connected entities regardless of
Q Participant which QHIN they choose.
I\ Subparticipant
hild ConzumerpApp offered by QHINs may not charge fees to other QHINSs for any
] Participant or Subparticipant exchange of information under the Common Agreement.
L2\ Individual
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Provider Health Health Pharmacy Consumer
Information System EHR Health App
Exchange IT System
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Consumer Provider

Pharmacy Pharmacy
App

In this example, the QHIN supports a broad
range of different Participants, including a
provider, a health information exchange (HIE),
an Electronic Health Record (EHR) system, a
pharmacy health information technology (IT)
system, and a consumer application that is an
Individual Access Services (IAS) Provider.

The members of the HIE and the pharmacy
health IT system are Subparticipants.

Individuals can connect to QHINs, Participants,
and Subparticipants that choose to be IAS
Providers. In this example, one consumer app
Is a Participant of the QHIN and another
consumer app is a Subparticipant of the HIE.
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Trusted
Exchange
Framework

Focus of
today’s
Webinar

Common
Agreement

Focus of
today’s
Webinar

Standard
Operating
Procedures

QHIN
Technical
Framework

QHIN
Onboarding
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Metrics Governing
Approach
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- The Common Agreement establishes the infrastructure model

and governing approach for users in different health information

networks to securely share clinical information with each other. / O \
« The Common Agreement is a legal contract that both the RCE O

signs and a health information network (or other entity) signs.

» The latter becomes a Qualified Health Information Network
(QHIN) once fully onboarded and designated by the RCE.

« Some provisions of the Common Agreement will flow down \ /
to entities in a QHIN's network via other agreements.

« The Common Agreement incorporates the QHIN Technical
Framework and the Standard Operating Procedures (SOPS).
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1. Definitions and Relevant 9. TEFCA Exchange Activities
Terminology 10. Individual Access Services
2. Incorporation of Recitals 11. Privacy
3. Governing Approach 12. Security .
4. QHIN Designation 13. General Obligations
5. Change Management 14. Specific QHIN Obligations -
6. Cooperation and Non- . .
Discrimination 15. Dispute Resolution o
7. Confidentiality and 16. Stability of the QHIN Network - “;\'g“o\\“c 4
Accountability 17. Fees s——
8. RCE Directory 18. Contract Administration

Visit www.RCE.SequoiaProject.org to view the Common Agreement Version 1.
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Common Agreement Definitions

Section 1.1 of the Common Agreement includes all of the defined terms used within the Common
Agreement.

We will start by reviewing some key, foundational definitions.

Additional defined terms will be covered at the outset of our discussion of each Common Agreement
section, which will allow these definitions to be considered in greater context.
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WHO

* Qualified Health Information Network (QHIN): to the extent permitted by applicable SOP(s), a Health
Information Network that is a U.S. Entity that has been Designated by the RCE and is a party to the
Common Agreement countersigned by the RCE.

* Signatory: the entity that has satisfied Section 4.1 and is a Party to this Common Agreement.

* Participant: to the extent permitted by applicable SOP(s), a U.S. Entity regardless of whether the entity
is a Covered Entity or a Business Associate, that has entered into a Participant-QHIN Agreement
whereby the QHIN agrees to transmit and receive information via QHIN-to-QHIN exchange on behalf of
the party to the Participant-QHIN Agreement for the Exchange Purposes.

* Subparticipant: to the extent permitted by applicable SOP(s), a U.S. Entity regardless of whether the
entity is a Covered Entity or Business Associate, that has entered into either: (i) a Participant-
Subparticipant Agreement to use the services of a Participant as described in Section 9 of this Common
Agreement to send and/or receive information; or (ii) a Downstream Subparticipant Agreement
pursuant to which the services of a Subparticipant are used as described in Section 9 of this Common
Agreement to send and/or receive information.
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ENTITY

£ HOW

* Connectivity Services: the technical services provided by a QHIN consistent with the requirements of
the then-applicable QHIN Technical Framework and pursuant to this Common Agreement with respect
to all Exchange Purposes.

* QHIN Technical Framework (QTF): the document described in Section 5.2 of this Common Agreement
and incorporated by reference into this Common Agreement, as may be amended, that may include: (1)
technical requirements, functional requirements, and privacy- and security-related requirements for the
exchange of Tl between QHINs; (2) internal-QHIN functional requirements; (3) technical, privacy, and
security flow-down requirements from the QHIN to the Participants and/or Subparticipants (if any) in
addition to the privacy and security Required Flow-Downs in the Common Agreement; and (4)
operational requirements that enable the exchange of Tl between and among QHINs.
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ENTITY

EE HOW (in legalese, s’il vous plait)

* Applicable Law: all federal, state, local, or tribal laws and regulations then in effect and applicable to the
subject matter herein. For the avoidance of doubt, federal agencies are only subject to federal law.

* Cooperative Agreement: the Cooperative Agreement NAP-AX-19-001 — Trusted Exchange Framework
and Common Agreement by and between Sequoia Project, Inc. and HHS, or, if applicable, a successor
agreement between Sequoia Project, Inc. and HHS or a successor agreement between a different
Recognized Coordinating Entity and HHS.

«  Common Agreement: unless otherwise expressly indicated, this document, the QHIN Technical
Framework (QTF), all Standard Operating Procedures (SOPs), and all other attachments, exhibits, and
artifacts incorporated herein by reference.

*  Framework Agreement(s): any one or combination of the Common Agreement, a Participant-QHIN
Agreement, a Participant-Subparticipant Agreement, or a Downstream Subparticipant Agreement, as
applicable.”

*More on the defined agreements embedded within this definition to come later in this presentation... , ,
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ENTITY

EE WHAT

* Protected Health Information (PHI): has the meaning assigned to such term at 45 CFR § 160.103.

* Electronic Protected Health Information (ePHI): has the meaning assigned to such term at 45 CFR §
160.103.

* Individually Identifiable: refers to information that identifies an Individual or with respect to which
there is a reasonable basis to believe that the information could be used to identify an Individual.
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‘ ‘ WHAT, specifically under TEFCA

* Required Information:

Electronic information maintained by any QHIN, Participant, or Subparticipant prior to or during the
term of the applicable Framework Agreement:

I.  that would be ePHI if maintained by a Covered Entity or a Business Associate; and
ii.  regardless of whether the information is or has already been transmitted via QHIN-to-QHIN
exchange.
Notwithstanding the foregoing, the following types of information are not Required Information:

a. information compiled in reasonable anticipation of, or for use in, a civil, criminal, or
administrative action or proceeding; or

b. psychotherapy notes (as defined at 45 CFR 164.501).

TEFCA Information (TI): any information that is exchanged between QHINs for one or more of the
Exchange Purposes pursuant to any of the Framework Agreements. As a matter of general policy, once
Tl is received by a QHIN, Participant, or Subparticipant that is a Covered Entity or Business Associate and

is incorporated into such recipient’s system of records, the information is no longer Tl and is governed
by the HIPAA Rules and other Applicable Law. , ,
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ENTITY

Exchange Purpose(s): means the reason, as authorized by this Common Agreement including the
Exchange Purposes SOP, for a Request, Use, Disclosure, or Response transmitted via QHIN-to-QHIN
exchange as one step in the transmission. Authorized Exchange Purposes are: Treatment, Payment,
Health Care Operations, Public Health, Government Benefits Determination, Individual Access Services,
and any other purpose authorized as an Exchange Purpose by the Exchange Purposes SOP, each to the
extent permitted under Applicable Law, under all applicable provisions of this Common Agreement, and,
if applicable, under the implementation SOP for the applicable Exchange Purpose.*

*More on the defined terms embedded within the Exchange Purpose definition later in this presentation...
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ENTITY

E6 And WHAT ARE THESE REQUIRED FLOW-DOWNS?

Required Flow-Down(s): the rights and obligations set forth within this Common Agreement that
Signatory is required to incorporate in its Participant-QHIN Agreements and that Signatory is required to
obligate its Participants to include in their Subparticipant Agreements and that Signatory must require
Participants to obligate Subparticipants to impose on their Downstream Subparticipants, if any, through
their Downstream Subparticipant Agreements. Provisions of this Common Agreement containing such
rights and obligations are identified in the section or applicable subsection title as “(Required Flow-
Down(s)).”
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* Participant-QHIN Agreement:

An agreement that incorporates all of the Required Flow-Downs of this Common Agreement and is
between a QHIN and one or more Participants; provided, however, that any provisions of said
agreement that permit or require activities other than those required or permitted by the Common
Agreement shall not be deemed part of the Participant-QHIN Agreement as defined herein. For
example, if the agreement provides for transmission of information for reasons other than the
Exchange Purposes, the provisions governing such activities shall not be deemed part of the
Participant-QHIN Agreement as defined herein.

In the event of any conflict or inconsistency between or among Applicable Law, the Participant-QHIN
Agreement, and any other terms and conditions, the following shall be the order of precedence to
the extent of such conflict or inconsistency: (i) Applicable Law; (ii) the provisions of the Participant-
QHIN Agreement that are Required Flow-Downs under this Common Agreement; (iii) to the extent
applicable, the QTF; (iv) to the extent applicable, the SOPs; and (v) any other terms and conditions
agreed to by the parties.
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* Participant-Subparticipant Agreement:

An agreement that incorporates all of the Required Flow-Downs of this Common Agreement and is between a
Participant and one or more Subparticipants, which enables the Subparticipant(s) to use the services of the
Participant as described in Section 9 of this Common Agreement to send and/or receive information for one or
more Exchange Purposes; provided, however, that any provisions of said agreement that permit or require
activities other than those required or permitted by the Common Agreement shall not be deemed part of the
Participant-Subparticipant Agreement as defined herein. For example, if the agreement provides for
transmission of information for reasons other than the Exchange Purposes, the provisions governing such
activities shall not be deemed part of the Participant-Subparticipant Agreement as defined herein.

In the event of any conflict or inconsistency between or among Applicable Law, the Participant-Subparticipant
Agreement, and any other terms and conditions, the following shall be the order of precedence to the extent of
such conflict or inconsistency: (i) Applicable Law; (ii) the provisions of the Participant-Subparticipant Agreement
that are Required Flow-Downs under this Common Agreement; (iii) to the extent applicable, the QTF; (iv) to the
extent applicable, the SOPs; and (v) any other terms and conditions agreed to by the parties.
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* 1.2.1 References to Signatory and QHINs. As set forth in its definition and in the introductory paragraph of this
Common Agreement, the term “Signatory” is used to refer to the specific entity that is a Party to this Common
Agreement with the RCE. Any and all rights and obligations of a QHIN stated herein are binding upon Signatory
upon signing the Common Agreement and are also binding upon all other QHINs. References herein to “other
QHINs,” “another QHIN,” and similar such terms are used to refer to any and all other organizations that have
signed the Common Agreement with the RCE.

* 1.2.2 References to “(Required Flow-Down(s))”. Provisions of this Common Agreement containing
Required Flow-Downs are identified in the applicable section/subsection title as “(Required Flow-
Down(s)).” For purposes of implementing the Required Flow-Downs, references in such
sections/subsections to “Signatory” shall be interpreted to also mean “Participant(s)” and
“Subparticipant(s),” as the case may be. References to “Common Agreement” shall be interpreted to
mean the applicable Framework Agreement, as the case may be.

* 1.2.3 General Rule of Construction. For the avoidance of doubt, a reference to a specific section of the Common

Agreement in a particular section does not mean that other sections of this Common Agreement that expressly
apply to a QHIN (or to a Participant or a Subparticipant pursuant to a Required Flow-Down) are inapplicable.
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ENTITY

Incorporation of Recitals. The Recitals set forth above are incorporated into this Common Agreement in
their entirety and shall be given full force and effect as if set forth in the body of this Common Agreement.

Those Recitals are:

*  WHEREAS, Section 4003 of the 21st Century Cures Act directed the U.S. Department of Health and
Human Services (HHS) National Coordinator to, “in collaboration with the National Institute of Standards
and Technology and other relevant agencies within the Department of Health and Human Services, for
the purpose of ensuring full network-to-network exchange of health information, convene public-
private and public-public partnerships to build consensus and develop or support a trusted exchange
framework, including a common agreement among health information networks nationally”;

*  WHEREAS, this Common Agreement (including the documents incorporated herein by reference) is the
common agreement developed pursuant to Section 4003 of the 21st Century Cures Act;
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ENTITY

WHEREAS, The Sequoia Project has been selected by the Office of the National Coordinator for Health Information
Technology (ONC) to serve as the RCE for purposes of developing, implementing, maintaining, and updating this
Common Agreement, including the Qualified Health Information Network (QHIN) Technical Framework, as well as
managing the activities associated with the designation of interested health information networks (HINs) as QHINs
(as defined and set forth in this Common Agreement);

*  WHEREAS, Signatory wishes to be designated as a QHIN and has completed the application process toward such
designation;

*  WHEREAS, Signatory must, among other conditions set forth in this Common Agreement, agree to be bound by the
terms of this Common Agreement before Signatory may be designated as a QHIN and, upon signing this Common
Agreement, Signatory agrees to be so bound as a Signatory and as a QHIN, if so designated, as the case may be;

NOW, THEREFORE, in consideration of the mutual promises set forth herein and other good and valuable
consideration, the receipt and sufficiency of which is hereby acknowledged, the Parties, intending to be legally
bound, mutually agree as set forth below.
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ENTITY

* QHINSs, Participants, and Subparticipants have the opportunity to
engage in governance under the Common Agreement.

- The Common Agreement creates a Governing Council that: QHIN CAUCUS

» Reviews amendments to the
Common Agreement, QTF, and SOPs.

» Serves as a resource to the RCE and forum GOVERNING PRI
. ) COUNGIL SUBPARTICIPANT
for discussion. CAUCUS

» Provides oversight for resolution of disputes.

« A Transitional Council serves during TEFCA's first year of live ADVISORY
exchange. CROUPS

« Under the Cooperative Agreement, ONC oversees the work of the
RCE, which has specific obligations to follow the governance
procedures set forth in the Common Agreement.
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ENTITY

‘ ‘ 3.1 Role of the RCE and ONC. ONC was directed by Congress in the 21st Century Cures Act to, “in
collaboration with the National Institute of Standards and Technology and other relevant agencies within
the Department of Health and Human Services, for the purpose of ensuring full network-to-network
exchange of health information, convene public-private and public-public partnerships to build
consensus and develop or support a trusted exchange framework, including a common agreement
among health information networks nationally.” ONC entered into the Cooperative Agreement with the
RCE to develop, implement, maintain, and update the Common Agreement.

Under the terms and conditions of the Cooperative Agreement, the RCE is responsible for matters
related to the development and operation of the exchange of Tl and related activities.

ONC provides oversight of the RCE’s work under the Cooperative Agreement. Under the
Cooperative Agreement, ONC has the right to review the RCE’s conduct, including Designation,
corrective action, and/or termination decisions regarding QHINSs, the proper execution of
nondiscrimination and conflict of interest policies that demonstrate a commitment to transparent, fair,
and nondiscriminatory treatment by the RCE of QHINs, and whether the RCE has adhered to the
requirements imposed upon it by this Common Agreement. ONC may also address complaints made
by a QHIN against the RCE as set forth in Section 15.6.1. , ,
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* 3.2 Participation in Governance. QHINs, Participants, and Subparticipants shall have the opportunity to
engage in governance under the Common Agreement.
[subsections omitted]

* 3.3 Transitional Council. To promote a speedy and efficient ramp-up of the Governing Council, a
“Transitional Council” shall serve for a twelve- (12-) month term beginning within thirty (30) days after
the RCE announces the first set of QHINs that the RCE Designates. The Transitional Council shall serve
as the interim governing body for the activities conducted under the Framework Agreements, as more
fully described below and in the Transitional Council SOP.

[subsections omitted]

* 3.4 Governing Council. A Governing Council shall be established through election of individual
members by each of the caucuses described below by the end of the first twelve (12) months following
the date on which the RCE announces the first set of QHINs that it has Designated. The election process
and constitution of the Governing Council is more fully set forth in the Governing Council SOP. The
Governing Council shall serve as the permanent governing body for activities conducted under the
Framework Agreements, as more fully described in the Governing Council SOP.
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ENTITY

* 3.4.1 Caucuses.

I. QHIN Caucus — Every QHIN shall have the right to appoint one (1) individual who is affiliated
with that QHIN, as either an employee or independent contractor, to serve as a member of the
QHIN Caucus. The QHIN Caucus will be facilitated by the RCE and shall serve as a forum for
QHINs to meet and discuss issues of interest directly related to the exchange of Tl and related
activities under the Common Agreement.

ii.  Participant/Subparticipant Caucus — Each QHIN shall have the right to appoint up to three (3)
individuals who are affiliated with a Participant or a Subparticipant, either as an employee or
independent contractor, to serve as a member of the Participant/Subparticipant Caucus. In
appointing such individuals, QHINs should consider the composition of their Participants and
Subparticipants and should endeavor to select persons who will be representative of the various
perspectives of the QHIN’s Participant/Subparticipant population. The
Participant/Subparticipant Caucus will be facilitated by the RCE and shall provide a forum for
Participants to meet and discuss issues of interest directly related to the exchange of Tl and
related activities under the Common Agreement.
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3.5 Advisory Groups. The RCE, in consultation with the Governing Council and ONC, may establish

“Advisory Groups,” from time to time, for purposes of seeking input from distinct groups of stakeholders
that are parties to or affected by activities under the Framework Agreements to better inform the
governance process, provide input on certain topics, and promote inclusivity. The process for
establishing Advisory Groups and selecting members is set forth in the applicable SOP.
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ENTITY

Governing Council This SOP provides the specifics for the composition, conduct and other
issues for the Governing Council.

Transitional Council The RCE recognizes that it will take some period of time to Designate
QHINs. The RCE’s working assumption is that some organizations will seek
to be Designated as QHINs shortly after the Common Agreement is
published and that other organizations will pursue Designation over the first
year or two after the Common Agreement is published. The RCE believes
that the first QHINSs will want a role in governance and this Transitional
Council will serve this role. This SOP provides the specifics for the
composition.

Advisory Groups This SOP sets out the way in which Advisory Groups will be established and
the general rules that govern the activity of an Advisory Group. The RCE
and the Governing Council may choose to use Advisory Groups in a variety
of ways including, but not limited to, the following: giving feedback on
possible changes to the Common Agreement, the QTF, or an SOP; or,
providing feedback on new Exchange Purposes. These are meant as
examples only and should not be considered to limit the manner in which
the RCE may choose to use Advisory Groups.

34
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« Purpose: Itis important that the RCE have a process to
assure that each individual who serves will act in the
best interests of the activities under the Common
Agreement in all their decisions. This will help promote
trust in the decisions that are made by any Deliberative
Body.

 Procedure:
1. Disclosure of Actual and Potential Conflicts of Interest
2. Recusal from any discussion of a matter that involves
an Actual Conflict of Interest
3. Case-by-case consideration of Potential Conflict of
Interest
4. Appeal process
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ENTITY

 TEFCA includes QHIN eligibility criteria that generally address:

» The ability to perform the required functions of a QHIN,
per the QTF.

» The legal structure and governing approach for a QHIN.
» Demonstrated resources and infrastructure to support a reliable
and trusted network.

*  QHINs will be expected to provide ongoing reporting
on metrics and other information needed to monitor
performance over time.

 The RCE will conduct extensive education for candidate QHINs
on the application and onboarding processes.

* Only the RCE designates QHINSs.
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‘ ‘ Key Terms in Section 4

* Designation (including its correlative meanings “Designate,” “Designated,” and “Designating”): the
RCE’s written confirmation to ONC that Signatory has satisfied all the requirements of the Common
Agreement, the QHIN Technical Framework, and all applicable SOPs and is now a QHIN.
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‘ ‘ Key Terms in Section 4

* U.S. Entity/Entities: any corporation, limited liability company, partnership, or other legal entity that
meets all of the following requirements:

1. The entity is organized under the laws of a state or commonwealth of the United States or the

federal law of the United States and is subject to the jurisdiction of the United States and the
state or commonwealth under which it was formed;

2. The entity’s principal place of business, as determined under federal common law, is in the
United States; and

3. None of the entity’s directors, officers, or executives, and none of the owners with a five percent
(5%) or greater interest in the entity, are listed on the Specially Designated Nationals and Blocked
Persons List published by the United States Department of the Treasury’s Office of Foreign Asset

Control or on the Department of Health and Human Services, Office of Inspector General’s List of
Excluded Individuals/Entities.

* United States: the 50 States, the District of Columbia, and the territories and possessions of the United
States including, without limitation, all military bases or other military installations, embassies, and
consulates operated by the United States government. , ,
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* 4.1 Eligibility to be Designated. Signatory affirms that it meets the eligibility criteria listed below and
the requirements for demonstrating satisfaction of these criteria that are included in the Onboarding
& Designation SOP. Signatory must meet the following criteria at the time Signatory submits an
application for Designation:

I.  Signatory must demonstrate that it meets the definition of a U.S. Entity and is not owned or
controlled by any non-U.S. person(s) or entity(-ies). The specific, required means to
demonstrate this are set forth in an SOP.

ii.  Signatory is able to exchange Required Information, as defined in this Common Agreement. The
specific, required means to demonstrate this are set forth in an SOP.



ONC
TEFCA

QHIN Designation (Section 4) o

ENTITY

iii.  Signatory must demonstrate that it has the ability to perform all of the required functions of a QHIN in the
manner required by this Common Agreement, the SOPs, the QTF, and all other applicable guidance from the
RCE. Signatory can demonstrate this by having been in operation and supporting the query functionality as
outlined in the QTF, or other functionally comparable exchange method, for at least the twelve (12) calendar
months immediately preceding its application to be Designated. However, the RCE will consider other
evidence that Signatory may offer to demonstrate compliance with this eligibility criterion as more fully set
forth in the applicable SOP. Notwithstanding the foregoing, if Signatory does not demonstrate that it has
been supporting query functionality as outlined in the QTF, the RCE may deem this requirement to be
satisfied on an interim basis and Designate Signatory under a provisional status, subject to additional
monitoring as further provided in the Onboarding & Designation SOP, including additional review during a
provisional period.

iv. Signatory must demonstrate that it has in place, at the time of its application to be Designated, the
organizational infrastructure and legal authority to comply with the obligations of the Common Agreement
and a functioning system to govern its Health Information Network. In addition, Signatory must demonstrate
it has the resources and infrastructure to support a reliable and trusted network. The specific, required
means to demonstrate this are set forth in an SOP.
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4.2 Affirmation of Application. Signatory represents and warrants that the information in its
application is accurate and complete, to the best of its knowledge. Signatory acknowledges that the
RCE is relying upon the information in its application to evaluate whether Signatory meets the
criteria to be Designated and that violation of this representation and warranty is a material breach
of this Common Agreement. If the RCE determines that material information in the application is not
accurate or complete, the RCE may refuse to Designate Signatory and withdraw Signatory from
Onboarding and terminate this Common Agreement in accordance with 16.2.2.
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4.3 QHIN Designation Process. RCE and Signatory will work cooperatively and diligently to allow
Signatory to demonstrate that it meets the QHIN eligibility requirements and can comply with the
requirements included in this Common Agreement, the QTF, and the SOPs; however, the burden is
upon Signatory to demonstrate that it does comply with such requirements. Signatory expressly
acknowledges that the RCE is not required to Designate Signatory in the event that Signatory fails to
meet the requirements. Signatory agrees that it will not represent that it is a QHIN unless, and until,
the RCE formally Designates Signatory. The detailed process for the RCE to review Signatory’s
application shall be set out in an SOP.

4.4 Formal Designation as a QHIN. If Signatory demonstrates to the RCE that it meets the
requirements to be Designated, and affirms that it is a HIN, then the RCE will inform Signatory of its
QHIN Designation. The process for Signatory to be formally Designated shall be set out in an SOP.
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* 5.1 Change Management Framework. The RCE shall coordinate all changes to the Common Agreement,
the QTF, and the SOPs in conjunction with ONC. In addition to the activities described below, ONC shall
be available in a consultative role throughout the change management process to review any proposed
amendments to the Common Agreement, the QTF, and the SOPs as well the adoption of any new SOP
and the repeal of any existing SOP. The RCE will work with ONC, the Governing Council, and the QHIN
and Participant/Subparticipant Caucuses, as outlined below, to consider amendments to the Common
Agreement, the QTF, or the SOPs and the adoption of any new SOP or the repeal of any existing SOP.
Provided, however, that the actions described in Sections 5.1 through 5.3 of this Common Agreement by
or with respect to the Governing Council, the QHIN Caucus, and the Participant/Subparticipant Caucus,
as applicable, shall not be required until the respective body has been established as described in
Section 3. Signatory acknowledges that it and the RCE do not have the sole legal authority to agree to
changes to this Common Agreement, the QTF, or the SOPs because ONC will be available in a
consultative role throughout the process and must approve all changes, additions, and deletions. The
Common Agreement must be the same for all QHINs.
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Process Overview — Proposed Amendments

The Common Agreement establishes a process for reviewing and approving amendments to the Common
Agreement, the QTF, and the SOPs (including adoption of a new SOP and repeal of an existing SOP.

* If the RCE determines that a proposed amendment warrants further consideration, after consultation
with ONC, then the RCE will present the proposed amendment to the Governing Council for its review
and consideration.

* The Governing Council will evaluate the proposed amendment and may seek feedback from one or both
of the Caucuses.

* The Governing Council will then provide the RCE with written feedback on the proposed amendment,
and the RCE will review and must consult with ONC on that feedback to determine whether the

proposed amendment should proceed to a vote.

* If the RCE decides to proceed with the amendment, the RCE will publish the proposed amendment to
the appropriate Caucus(es) for approval by written vote.



ONC
TEFCA
RECOGNIZED

Change Management Overview Cont'ed e

Process Overview — Voting

Proposed amendments to the Common Agreement or QTF that are put to a vote will be published to the
QHIN Caucus for a written vote.

Proposed amendments to the SOPs that are put to a vote will be published to both the QHIN Caucus and
the Participant/Subparticipant Caucus for a written vote. Except that, if the proposed amendment will
not have a material impact on any Participants or Subparticipants, the RCE may publish the proposed
amendment to the QHIN Caucus only.

Approval of a proposed amendment requires that at least two-thirds (2/3) of the votes cast by the
applicable Caucus(es) within the timeframe established by RCE for the voting period are in favor of the
proposed amendment, and ONC must approve the amendment in writing following the vote.
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 The Common Agreement specifies expectations of
QHINSs, Participants, and Subparticipants to ensure
that all parties cooperate in certain aspects of
exchange such as:

»

»

»

»

Timely responses to inquiries.

Notification of persistent and widespread
connectivity failures.

Support in resolving issues.

Sharing information regarding cybersecurity risks.

* QHINSs, Participants, and Subparticipants are
prohibited from limiting interoperability with others in a
discriminatory manner.
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Summary of Cooperation Expectations from Section 6.1

Subject to Applicable Law, protecting Confidential Information, and preserving privileges in any reasonably
foreseeable litigation, QHINs, Participants, and Subparticipants are expected to:

* Timely respond to inquires from others about possible issues related to the exchange of information
under the Framework Agreements

* Participate collaboratively in informal discussions of disagreements pertaining to the CA, QTF, or SOPs
prior to pursuing the Dispute Resolution Process (Section 15)

* Make reasonable efforts to notify others of widespread connectivity failures and work cooperatively to
address the causes of such failures

* Provide information as part of the Dispute Resolution Process (discussed later, under Section 15)

* Provide information to aid in understanding, containing, and mitigating TEFCA Security Incidents
(discussed later, under Section 12 — Security)

* Share information with the RCE pertaining to cybersecurity risk information sharing programs and/or
specific, identified security flaws that may require the QHIN or its Participant(s) to take specific steps to
protect the security of their information technology systems
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* 6.2.1 Prohibition Against Exclusivity (Required Flow-Down). Neither Signatory nor the RCE shall
prohibit or attempt to prohibit any QHIN, Participant, or Subparticipant from joining, exchanging with,
conducting other transactions with, or supporting any other networks or exchange frameworks, using
services other than the Connectivity Services, concurrently with the QHIN’s, Participant’s, or
Subparticipant’s participation in exchange activities conducted under the Framework Agreements.




ONC
TEFCA

Non-Discrimination Cont’ed (Section 6.2) £

* 6.2.2 No Discriminatory Limits on Exchange of Tl (Required Flow-Down). Signatory shall not impede
the exchange of information as permitted or required under the applicable Framework Agreements or
limit interoperability with any other QHIN, Participant, Subparticipant, or Individual in a discriminatory
manner. As used in this Section 6.2.2, a “discriminatory manner” means action that is inconsistently
taken or not taken with respect to any similarly situated QHIN, Participant, Subparticipant, Individual, or
group of them, whether it is a competitor, or whether it is affiliated with or has a contractual
relationship with any other entity, or in response to an event. Notwithstanding the foregoing,
limitations, load balancing of network traffic, or other activities, protocols, or rules shall not be deemed
discriminatory to the extent that they: (i) satisfy the requirements of the exception set forth in 45 CFR
171.205; and/or (ii) are based on a reasonable and good-faith belief that the other entity or group has
not satisfied or will not be able to satisfy the applicable terms hereof (including compliance with
Applicable Law) in any material respect, including, if applicable, any Required Flow-Down(s). One QHIN
suspending its exchange activities with another QHIN in accordance with Section 16.4.2 shall not be
deemed discriminatory.
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* 6.2.3 Updates to Connectivity Services. In revising and updating its Connectivity Services from time
to time, Signatory will use commercially reasonable efforts to do so in accordance with generally
accepted industry practices and implemented in a non-discriminatory manner; provided, however, this
provision shall not apply to limit modifications or updates to the extent that such revisions or updates
are required by Applicable Law or implemented to respond promptly to newly discovered privacy or
security threats.

* 6.2.4 Notice of Updates to Connectivity Services. Signatory shall implement a reporting protocol to
provide reasonable prior written notice of all modifications or updates of its Connectivity Services to all
other QHINs if such revisions or updates are expected to adversely affect the exchange of Tl between
QHINs or require changes in the Connectivity Services of any other QHIN, regardless whether they are
necessary due to Applicable Law or newly discovered privacy or security threats.



A\ ONC

—_—

Confidentiality and
Accountability (Section 7)




ONC
TEFCA

Key Definitions SR

ENTITY

Key Terms in Section 7

Confidential Information:

Any information that is designated as Confidential Information by the person or entity that discloses it (a “Discloser”),
or that a reasonable person would understand to be of a confidential nature, and is disclosed to another person or
entity (a “Recipient”) pursuant to this Common Agreement. For the avoidance of doubt, “Confidential Information”
does not include electronic protected health information (ePHI), as defined in this Common Agreement, that is subject
to a Business Associate Agreement and/or other provisions of this Common Agreement.

Notwithstanding any label to the contrary, “Confidential Information” does not include any information that: (i) is or
becomes known publicly through no fault of the Recipient; or (ii) is learned by the Recipient from a third party that the
Recipient reasonably believes is entitled to disclose it without restriction; or (iii) is already known to the Recipient
before receipt from the Discloser, as shown by the Recipient’s written records; or (iv) is independently developed by
Recipient without the use of or reference to the Discloser’s Confidential Information, as shown by the Recipient’s
written records, and was not subject to confidentiality restrictions prior to receipt of such information from the
Discloser; or (v) must be disclosed under operation of law, provided that, to the extent permitted by Applicable Law, the
Recipient gives the Discloser reasonable notice to allow the Discloser to object to such redisclosure, and such
redisclosure is made to the minimum extent necessary to comply with Applicable Law.
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e 7.1 Confidential Information (Required Flow-Down). Signatory and RCE each agree to use all
Confidential Information received pursuant to this Common Agreement only as authorized in this
Common Agreement and any applicable SOP(s) and solely for the purposes of performing its obligations
under this Common Agreement or the proper exchange of information under the Common Agreement
and for no other purpose. Each Party may act as a Discloser and a Recipient, accordingly. A Recipient
will disclose the Confidential Information it receives only to its employees, subcontractors, and agents
who require such knowledge and use in the ordinary course and scope of their employment or retention
and are obligated to protect the confidentiality of the Discloser’s Confidential Information in a manner
substantially equivalent to the terms required herein for the treatment of Confidential Information.
Otherwise, a Recipient agrees not to disclose the Confidential Information received to anyone except as
permitted under this Common Agreement.
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* 7.2.1 Statement of General Principle. To the extent not prohibited by Applicable Law, Signatory shall be
responsible for its acts and omissions, and the acts or omissions of its Participants and their
Subparticipants, but not for the acts or omissions of any other QHINs or their Participants or
Subparticipants. For the avoidance of doubt, a Signatory that is also a governmental agency or
instrumentality shall not be liable to the extent that the Applicable Law that governs Signatory does
not expressly waive Signatory’s sovereign immunity. Notwithstanding any provision in this Common
Agreement to the contrary, Signatory shall not be liable for any act or omission if a cause of action for
such act or omission is otherwise prohibited by Applicable Law. This section shall not be construed as a
hold-harmless or indemnification provision.
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 7.2.2 Harm to RCE. Subject to Sections 7.3 and 7.4 of this Common Agreement that exclude certain
types of damages or limit overall damages, Signatory shall be responsible for harm suffered by the RCE

to the extent that the harm was caused by Signatory’s breach of this Common Agreement and/or any
applicable SOP.

e 7.2.3 Harm to Other QHINs. Subject to Section 7.4 of this Common Agreement, which excludes certain
types of damages or limits overall damages, Signatory shall be responsible for harm suffered by another

QHIN to the extent that the harm was caused by Signatory’s breach of this Common Agreement and/or
any applicable SOP.

* 7.3 RCE Accountability. Signatory will not hold the RCE, or anyone acting on its behalf, including but
not limited to members of the Governing Council, Transitional Council, Caucuses, Cybersecurity Council,
and any Advisory Group, work group, or subcommittee, its contractors, employees, or agents liable for
any damages, losses, liabilities, or injuries arising from or related to this Common Agreement, except to
the extent that such damages, losses, liabilities, or injuries are the direct result of the RCE’s breach of
this Common Agreement. This section shall not be construed as a hold-harmless or indemnification
provision.
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* 7.4 LIMITATION ON LIABILITY. NOTWITHSTANDING ANYTHING IN THIS COMMON AGREEMENT TO
THE CONTRARY, IN NO EVENT SHALL EITHER THE RCE’S OR SIGNATORY’S TOTAL LIABILITY TO EACH
OTHER AND ALL OTHER QHINS ARISING FROM OR RELATING TO THIS COMMON AGREEMENT EXCEED
AMOUNTS EQUAL TO TWO MILLION DOLLARS ($2,000,000) PER INCIDENT AND FIVE MILLION DOLLARS
($5,000,000) AGGREGATE PER ANNUM OR SUCH OTHER AMOUNTS AS STATED IN A THEN-IN-EFFECT
SOP, IN ORDER TO ALLOW FOR THE PERIODIC ADJUSTMENT OF THIS LIABILITY LIMIT OVER TIME
WITHOUT THE NEED TO AMEND THIS COMMON AGREEMENT. THIS AND ANY SUCH ADJUSTED
LIMITATION ON LIABILITY SHALL APPLY REGARDLESS WHETHER A CLAIM FOR ANY SUCH LIABILITY OR
DAMAGES IS PREMISED UPON BREACH OF CONTRACT, BREACH OF WARRANTY, NEGLIGENCE, STRICT
LIABILITY, OR ANY OTHER THEORIES OF LIABILITY, EVEN IF SUCH PARTY HAS BEEN APPRISED OF THE
POSSIBILITY OR LIKELIHOOD OF SUCH DAMAGES OCCURRING. IF SIGNATORY IS A GOVERNMENT
AGENCY OR A GOVERNMENT INSTRUMENTALITY UNDER FEDERAL LAW, STATE LAW, LOCAL LAW, OR
TRIBAL LAW AND IT IS PROHIBITED FROM LIMITING ITS RECOVERY OF DAMAGES FROM A THIRD
PARTY UNDER APPLICABLE LAW, THEN THIS SECTION SHALL NOT APPLY TO EITHER SIGNATORY OR THE
RCE.



RCE Directory Service
(Section 8)

A\

/,\ ONC

-_—

TTTTT

OOOOOOOOOOOO
TTTTTT

60



ONC
TEFCA

RECOGNIZED

Key Definitions o

‘ ‘ Key Terms in Section 8

RCE Directory Service: a technical service provided by the RCE that enables QHINs, Participants, and
Subparticipants to share directory information associated with other QHINs, Participants, and
Subparticipants in order to enable the exchange of Tl under the Common Agreement. The then-current
technical endpoints and other identifying information of QHINs, Participants, and Subparticipants are

included and maintained as part of the RCE Directory Service.
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« The RCE will maintain a RCE Directory Service to support
exchange of information between and among QHINSs,
Participants, and Subparticipants.

« The Common Agreement identifies the rights and limits of
use of the RCE Directory Service. For example, the
iInformation contained in the RCE Directory Service is
prohibited from being used for marketing purposes unless
that marketing is merely incidental to an effort to expand
or improve connectivity via the Common Agreement.

« The QTF specifies expectations for QHINs to access and
contribute to the RCE Directory Service.
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[ ]

8.1 Access to the RCE Directory Service. The RCE shall provide Signatory with access to the RCE
Directory Service once Signatory has been approved for such access by the RCE. The timeframes and

requirements for access to the RCE Directory Service and use of the RCE Directory Service are set out in
the QTF and the Onboarding & Designation SOP.
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* 8.2 Utilization of the RCE Directory Service (Required Flow-Down). The RCE Directory Service shall be used by
Signatory and its Participants and their Subparticipants to create and maintain operational connectivity under the
Common Agreement. The RCE is providing Signatory with access to, and the right to use, the RCE Directory Service
on the express condition that Signatory only use and disclose information contained in the RCE Directory Service as
necessary to advance the intended use of the RCE Directory Service or as required by Applicable Law. For example,
Signatory is permitted to disclose information contained in the RCE Directory Service to the workforce members of
its Participant’s or Subparticipant’s health information technology vendor who are engaged in assisting the
Participant or Subparticipant with establishing and maintaining connectivity via this Common Agreement and other
Framework Agreements. Further, Signatory shall not use the information contained in the RCE Directory Service for
marketing or any form of promotion of its own products and services, unless such use or disclosure is primarily part
of an effort by Signatory to expand, or otherwise improve, connectivity via the Common Agreement, and any
promotion of Signatory’s own products or services is only incidental to that primary purpose. In no event shall
Signatory use or disclose the information contained in the RCE Directory Service in a manner that should be
reasonably expected to have a detrimental effect on ONC, the RCE, other QHINs and/or their Participants or
Subparticipants, or any other individual or organization. For the avoidance of doubt, information contained in the
RCE Directory is Confidential Information except to the extent such information meets one of the exceptions to the
definition of Confidential Information.
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* 8.3 No Duplicative Entries. Before listing any entity in the RCE Directory Service under Signatory as the
QHIN for that Participant or Subparticipant, Signatory must confirm that the Participant or
Subparticipant, as the case may be, is not already listed in the RCE Directory Service as a Participant of,
or a Subparticipant under, another QHIN. Signatory shall not list in the RCE Directory Service any such
duplicative entry as a Participant or Subparticipant of Signatory. Signatory shall not prevent a Participant
or Subparticipant from changing the QHIN through which the Participant or Subparticipant engages in
exchange under a Framework Agreement.

* 8.4 Maintenance of RCE Directory Service. The RCE shall provide and maintain the RCE Directory
Service on a continuous basis, taking all necessary steps to maintain nominal levels of performance and
responsiveness, no less than 99.9% of the time. Communication regarding planned and unplanned
downtime should be published to all Participants and Subparticipants promptly, in accordance with
generally accepted industry service levels, to ensure that there will be no lapses in service that will
materially disrupt the operations of Signatory and other QHINs.
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« The Exchange Purpose identifies the reason for which _
information could be requested or shared through Permitted Exchange Purposes
QHIN-to-QHIN exchange.

. . ” Treatmen
* Only these six Exchange Purposes are authorized
neer e Gommon Agreement @

« Aforthcoming SOP will specify that Treatment and

Individual Access Services (IAS) require Responses. "\/‘-
- Eventually, the other four Exchange Purposes will Al Public Health

require Responses in conformance with forthcoming

implementation guides. These will be rolled out with El Government Benefits Determination
adequate time for stakeholders to prepare.
oy Individual Access Services

- Additional Exchange Purposes may be added over
time, including whether they require Responses.
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‘ ‘ Key Terms in Section 9

* Disclosure (including its correlative meanings “Disclose,” “Disclosed,” and “Disclosing”): the release,
transfer, provision of access to, or divulging in any manner of Tl outside the entity holding the
information.

* Request(s) (including its correlative uses/tenses “Requested” and “Requesting”): the act of asking for
information in accordance with the applicable requirements of the Framework Agreements.

* Response(s) (including its correlative uses/tenses “Responded” and “Responding”): the act of
providing information or the information provided in accordance with the applicable requirements of
the Framework Agreements.

* Use(s) (including correlative uses/tenses, such as “Uses,” “Used,” and “Using”): with respect to TlI,
means the sharing, employment, application, utilization, examination, or analysis of such information
within an entity that maintains such information.
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‘ ‘ Key Terms in Section 9

* Treatment: has the meaning assigned to such term at 45 CFR § 164.501.
* Payment: has the meaning assigned to such term at 45 CFR § 164.501.

* Health Care Operations: has the meaning assigned to such term at 45 CFR § 164.501, except that this
term shall apply to the applicable activities of a Health Care Provider regardless of whether the Health
Care Provider is a Covered Entity.

o Health Care Provider: has the meaning assigned to such term in the information blocking
regulations at 45 CFR § 171.102 or in the HIPAA Rules at 45 CFR § 160.103.

* Government Benefits Determination: a determination made by any federal, state, local, or tribal
agency, instrumentality, or other unit of government as to whether an Individual qualifies for
government benefits for any purpose other than health care (for example, Social Security disability
benefits) to the extent permitted by Applicable Law. Disclosure of Tl for this purpose may require an
authorization that complies with Applicable Law.
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‘ ‘ Key Terms in Section 9

Public Health: with respect to the definition of Exchange Purposes, a Request, Use, Disclosure, or
Response permitted under the HIPAA Rules and other Applicable Law for public health activities and
purposes involving a Public Health Authority, where such public health activities and purposes are
permitted by Applicable Law, including a Use or Disclosure permitted under 45 CFR §164.512(b) and 45
CFR §164.514(e). For the avoidance of doubt, a Public Health Authority may Request, Use, and Disclose
Tl hereunder for the Exchange Purpose of Public Health to the extent permitted by Applicable Law and
the Framework Agreements.

o Public Health Authority: has the meaning assigned to such term at 45 CFR §164.501.
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‘ ‘ Key Terms in Section 9

* Individual Access Services (IAS): with respect to the Exchange Purposes definition, the services
provided utilizing the Connectivity Services, to the extent consistent with Applicable Law, to an
Individual with whom the QHIN, Participant, or Subparticipant has a Direct Relationship to satisfy that
Individual’s ability to access, inspect, or obtain a copy of that Individual’s Required Information that is
then maintained by or for any QHIN, Participant, or Subparticipant.”

*More on IAS in the next section...
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an Exchange Purpose?

A QHIN, Participant, or Subparticipant may only Request
iInformation under TEFCA for a specific Exchange Purpose if
It is the type of person or entity that is described in the
definition of the applicable Exchange Purpose.

For example, only a Health Care Provider as defined in the HIPAA
Rules or the information blocking regulations (or a Business
Associate, agent, or contractor acting on that Health Care
Provider’s behalf) may Request information for the Exchange

Purpose of Treatment.
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In addition to the requirements below, a QHIN, Participant, or Subparticipant may only Request information under the
applicable Framework Agreement for a specific Exchange Purpose if the QHIN, Participant, or Subparticipant is the type
of person or entity that is described in the definition of the applicable Exchange Purpose. Such a QHIN, Participant, or
Subparticipant may use a Business Associate, agent, or contractor to make such a Request, Use, or Disclosure for the
applicable Exchange Purpose. For example, only a Health Care Provider as described in the definition of Treatment (or a
Business Associate, agent, or contractor acting on that Health Care Provider’s behalf) may Request information for the
Exchange Purpose of Treatment.

This Common Agreement specifies, among other things, the reasons for which information may be Requested and
transmitted from one QHIN to another QHIN. Participants and Subparticipants should understand that, despite their
participation under a Framework Agreement, QHINs are prohibited from engaging in QHIN-to-QHIN exchange for any
purpose other than an Exchange Purpose under this Common Agreement. The RCE recognizes that Signatory may
participate in other health information exchange networks and Signatory’s Participants and their Subparticipants also
likely participate in other networks, as well as non-network information exchange. This Common Agreement does not
affect these other activities or the reasons for which Participants and Subparticipants may request and exchange
information within their networks and/or subject to other agreements. Such activities are not in any way limited by the
Framework Agreements.
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9.1 Utilization of Connectivity Services. Signatory may not utilize the Connectivity Services for any
purpose(s) other than the Exchange Purposes. Signatory is responsible for verifying the conformance of
all transactions initiated by Signatory’s Participants and their Subparticipants prior to transmission via
QHIN-to-QHIN exchange, as set forth in the QTF. For the avoidance of doubt, a QHIN may only use the
Connectivity Services to initiate a transaction as directed by its Participants or their Subparticipants or if
the QHIN itself is authorized under the asserted Exchange Purpose.

9.2 Uses (Required Flow-Down). Signatory may Use Tl in any manner that: (1) is not prohibited by
Applicable Law; (2) is consistent with Signatory’s Privacy and Security Notice, if applicable; and (3) is in
accordance with Sections 11 and 12 of this Common Agreement.

9.3 Disclosures (Required Flow-Down). Signatory may Disclose Tl provided such Disclosure: (1) is not
prohibited by Applicable Law; (2) is consistent with Signatory’s Privacy and Security Notice, if applicable;
and (3) is in accordance with Sections 11 and 12 of this Common Agreement.
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* 9.4 Responses (Required Flow-Downs). Signatory must support all Exchange Purposes and must
Respond to all Exchange Purposes that are identified as “required” in the Exchange Purposes SOP.
Signatory must provide all Required Information that is relevant for a required Exchange Purpose, as
may be further specified in an implementation SOP for the applicable Exchange Purpose, in Response to
a Request transmitted via QHIN-to-QHIN exchange, unless providing the Required Information is
prohibited by Applicable Law or this Common Agreement or if not providing the Required Information is
consistent with all Applicable Law and this Common Agreement.
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* 9.4.1 Exceptions to Required Responses. Notwithstanding the foregoing, Signatory is permitted but not
required to Respond to a Request transmitted via QHIN-to-QHIN exchange in the circumstances set forth
in 9.4.1(i)-(vi) below, provided the Response: (1) is not prohibited by Applicable Law; (2) is consistent
with Signatory’s Privacy and Security Notice, if applicable; and (3) is in accordance with this Common
Agreement.

i If Signatory is a Public Health Authority;

ii.  If Signatory is a benefits-determining governmental agency, including such an agency’s
agent(s)/contractor(s);

iii.  If the reason asserted for the Request is Individual Access Services and the information would
not be required to be provided to an Individual pursuant to 45 CFR § 164.524(a)(2), regardless of
whether Signatory is a NHE, a Covered Entity, or a Business Associate;

iv. If the Requested information is not Required Information, provided such response would not
otherwise violate the terms of this Common Agreement;

] 95
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If Signatory is a federal agency, to the extent that the Requested Disclosure of Required
Information is not permitted under Applicable Law (e.g., it is Controlled Unclassified Information
as defined at 32 CFR Part 2002, and the party requesting it does not comply with the applicable
policies and controls that the federal agency adopted to satisfy its requirements); or

If the Exchange Purpose is authorized but not required at the time of the Request, either under
this Common Agreement or the Exchange Purposes SOP.
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* 9.5 Special Legal Requirements (Required Flow-Down). If and to the extent Applicable Law requires
that an Individual either consent to, approve, or provide an authorization for the Use or Disclosure of
that Individual’s information to Signatory, such as a more stringent state law relating to sensitive health
information, then Signatory shall refrain from the Use or Disclosure of such information in connection
with this Common Agreement unless such Individual’s consent, approval, or authorization has been
obtained consistent with the requirements of Applicable Law and Section 11 of this Common
Agreement, including without limitation communicated pursuant to the process described in the QTF.
Copies of such consent, approval, or authorization shall be maintained and transmitted pursuant to the
process described in the QTF by whichever party is required to obtain it under Applicable Law, and
Signatory may make such copies of the consent, approval, or authorization available electronically to
any QHIN, Participant, or Subparticipant in accordance with the QTF and to the extent permitted by
Applicable Law. Signatory shall maintain written policies and procedures to allow an Individual to
revoke such consent, approval, or authorization on a prospective basis. If Signatory is an IAS Provider,
the foregoing shall not be interpreted to modify, replace, or diminish the requirements set forth in
Section 10 of this Common Agreement for obtaining an Individual’s express written consent.
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What is IAS?

IAS is, with respect to the Exchange Purposes definition, the services
provided utilizing the Connectivity Services, to the extent consistent with
Applicable Law, to an Individual with whom the QHIN, Participant, or
Subparticipant has a Direct Relationship to satisfy that Individual’s ability
to access, inspect, or obtain a copy of that Individual’s Required
Information that is then maintained by or for any QHIN, Participant, or
Subparticipant.

In general, entities are required to Respond to Requests for information
for the purpose of Individual Access Services.

What is an IAS Provider?
Each QHIN, Participant, and Subparticipant that offers
Individual Access Services.

It is optional to be an IAS Provider.

Individuals will be
able to access their
own information
from all connected
entities through an
|IAS Provider.
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* Individual Access Services (IAS): with respect to the Exchange Purposes definition, the services
provided utilizing the Connectivity Services, to the extent consistent with Applicable Law, to an
Individual with whom the QHIN, Participant, or Subparticipant has a Direct Relationship to satisfy that
Individual’s ability to access, inspect, or obtain a copy of that Individual’s Required Information that is
then maintained by or for any QHIN, Participant, or Subparticipant.

* 1AS Provider: Each QHIN, Participant, and Subparticipant that offers Individual Access Services.

* Direct Relationship: a relationship between (1) an Individual and (2) a QHIN, Participant, or
Subparticipant, that arises when the QHIN, Participant, or Subparticipant, as applicable, offers services
to the Individual in connection with one or more of the Framework Agreements, and the Individual
agrees to receive such services.
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‘ ‘ Key Terms in Section 10

* Individual: one or more of the following:
1. Anindividual as defined by 45 CFR 160.103;

2. Any other natural person who is the subject of the information being Requested, Used, or
Disclosed;

3. A person who legally acts on behalf of a person described in paragraphs (1) or (2) of this

definition in making decisions related to health care as a personal representative, in accordance
with 45 CFR 164.502(g);

4. A person who is a legal representative of and can make health care decisions on behalf of any
person described in paragraphs (1) or (2) of this definition; or

5. An executor, administrator, or other person having authority to act on behalf of a deceased

person described in paragraphs (1) or (2) of this section or the individual’s estate under
Applicable Law.
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10. Individual Access Services (Required Flow-Downs, if Offering Individual Access Services)

Nothing in the Privacy and Security Notice or in the Individual’s written consent collected by Signatory who is an
IAS Provider pursuant to Section 10.2 and Section 10.3 may contradict or be inconsistent with any applicable
provision of Sections 10 or 11.

10.1 Individual Access Services (IAS) Offering(s) (Required Flow-Down). Signatory may elect to offer Individual
Access Services to any Individual in accordance with the requirements of this section and in accordance with all
other provisions of this Common Agreement. Nothing in this Section 10 shall modify, terminate, or in any way
affect an Individual’s right of access under the HIPAA Privacy Rule at 45 CFR 164.524 with respect to any QHIN,
Participant, or Subparticipant that is a Covered Entity or a Business Associate. Nothing in this Section 10 of this
Common Agreement shall be construed as an exception or excuse for any conduct by the Signatory that meets
the definition of information blocking in 45 CFR 171.103.
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10.2 Individual Consent (Required Flow-Down). The Individual requesting
Individual Access Services shall be responsible for completing Signatory’s own
supplied form for obtaining Individual express consent in connection with the
Individual Access Services, as set forth below. Signatory may implement secure
electronic means (e.g., secure e-mail, secure web portal) by which an Individual may
submit such written consent.
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10.3 Written Privacy and Security Notice and Individual Consent (Required Flow-Downs).

* 10.3.1 If Signatory offers Individual Access Services, it must develop and make publicly available a
written privacy and security notice (the “Privacy and Security Notice”). The Privacy and Security Notice
must:

i. Be publicly accessible and kept current at all times, including updated versions;
ii.  Be shared with an Individual prior to the Individual’s use/receipt of services from Signatory;
iii.  Be written in plain language and in a manner calculated to inform the Individual of such privacy practices;

iv. Include a statement regarding whether and how the Individual’s TI may be accessed, exchanged, Used,
and/or Disclosed by Signatory or by other persons or entities to whom/which Signatory Discloses or
provides access to the information, including whether the Individual’s Tl may be sold at any time (including
the future);

v. Include a statement that Signatory is required to act in conformance with the Privacy and Security Notice
and must protect the security of the information it holds in accordance with Section 10 of this Common

Agreement.
[ 29
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vi. Include information regarding whom the Individual may contact within Signatory for further information
regarding the Privacy and Security Notice and/or with privacy-related complaints;

vii. Include a requirement by Signatory to obtain express written consent to the terms of the Privacy and
Security Notice from the Individual prior to the access, exchange, Use, or Disclosure (including sale) of the
Individual’s Tl, other than Disclosures that are required by Applicable Law;

viii. Include information on how the Individual may revoke consent;

ix. Include an explanation of the Individual’s rights, including, at a minimum, the rights set forth in Section 10.4,
below;

x. Include a disclosure of any applicable fees or costs related to IAS including the exercise of rights under
Section 10.4 of this Common Agreement; and

xi. Include an effective date.

The implementation of such Privacy and Security Notice requirements shall be set forth in the IAS SOP. If Signatory is a
Covered Entity, then a Notice of Privacy Practices that meets the requirements of 45 CFR § 164.520 and meets the
requirement of 10.3.1(iv) above can satisfy the Privacy and Security Notice requirements. Nothing in this Section 10.3
reduces a Covered Entity’s obligations under the HIPAA Rules. , ,
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* 10.3.2 If Signatory is an IAS Provider, it must collect the Individual’s written consent as required under Section
10.3.1(vii) of this Common Agreement at the outset of the Individual’s first use of the Individual Access Services and
with any material change in the applicable Privacy and Security Notice.

* 10.4 Individual Rights (Required Flow-Down). Individuals have, and must be clearly informed of, the following
rights:

I.  The right to require that all of their Individually Identifiable information maintained by Signatory as an IAS
Provider be deleted unless such deletion is prohibited by Applicable Law; provided, however, that the
foregoing shall not apply to Individually Identifiable information contained in audit logs.

ii.  The right to an export of their Individually Identifiable information in a computable format, including the
means to interpret such information.

The rights described in this Section 10.4 shall control over any inconsistent provisions in Section 11.
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 10.5 Additional Security Requirements for IAS Providers (Required Flow-Downs). In addition to
meeting the applicable security requirements set forth in Section 12, if Signatory is an IAS Provider it
must further satisfy the requirements of this subsection.

* 10.5.1 Scope of Security Requirements. If Signatory is an IAS Provider it must comply with the
applicable security requirements set forth in this Common Agreement and the security SOPs for all
Individually Identifiable information they hold, regardless of whether such information is Tl.

* 10.5.2 Encryption. If Signatory is an IAS Provider it is required to encrypt all Individually Identifiable
information held by Signatory, both in transit and at rest, regardless of whether such data are TI.

* 10.5.3 TEFCA Security Incident Notice to Affected Individuals. Each Signatory that is an IAS Provider
must notify each Individual whose Tl has been or is reasonably believed to have been affected by a
TEFCA Security Incident involving the IAS Provider. Such notification must be made without
unreasonable delay and in no case later than sixty (60) days following Discovery of the TEFCA Security
Incident. [Remainder of 10.5.3 omitted from these slides]
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Additional topics within Section 10 include:

o The information that must be included in a TEFCA Security Incident notice to affected Individuals
(10.5.3)

o Survival provisions for IAS Providers (10.6)

o Provisions that Apply to Subcontractors and Agents of IAS Providers (10.7)
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TEFCA will provide strong privacy protections.

« Most connected entities will likely be HIPAA Covered Entities or Business
Associates of Covered Entities, and thus already be required to comply with
HIPAA privacy and security requirements.

» As a matter of general policy, once TEFCA Information (Tl) is received by a
QHIN, Participant, or Subparticipant that is a Covered Entity or Business
Associate and is incorporated into such recipient’s system of records, the
information is no longer Tl and is governed by the HIPAA Rules and other
Applicable Law.

«  The Common Agreement requires each Non-HIPAA Entity to protect individually identifiable information
that it reasonably believes is TEFCA Information in substantially the same manner as HIPAA Covered
Entities protect Protected Health Information (PHI), including most provisions of the HIPAA Privacy Rule.

»  This includes, for example, Health Care Providers and IAS Providers that are non-HIPAA Entities.

» |AS Providers have additional requirements (see later slides).
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‘ ‘ Key Terms in Section 11

* HIPAA: the Health Insurance Portability and Accountability Act of 1996 codified at 42 U.S.C. § 300gg, 29
U.S.C. § 1181 et seq., 42 U.S.C. § 1320d et seq., and the Health Information Technology for Economic
and Clinical Health (HITECH) Act of 2009 codified at 42 U.S.C. § 17921 et seq., and 42 U.S.C. § 17931 et
seq.

* HIPAA Privacy Rule: the regulations set forth at 45 CFR Parts 160 and 164, Subparts A and E.

*  Minimum Necessary: refers to the provision in the HIPAA Rules that, under certain circumstances,
requires a Covered Entity or a Business Associate to make reasonable efforts when Using or Disclosing
PHI or when Requesting PHI from another Covered Entity or Business Associate to limit PHI to the
minimum necessary to accomplish the intended purpose of the Use, Disclosure, or Request. See 45 CFR
§164.502(b) and §164.514(d).



ONC

TEFCA

Key Definitions SO

ENTITY

‘ ‘ Key Terms in Section 11

* Covered Entity: has the meaning assigned to such term at 45 CFR § 160.103.
* Business Associate: has the meaning assigned to such term at 45 CFR § 160.103.

* Non-HIPAA Entity (NHE): a QHIN, Participant, or Subparticipant that is neither a Covered Entity nor a
Business Associate under HIPAA with regard to activities under this Common Agreement.

* Government Health Care Entity: any agency, instrumentality, or other unit of the federal, state, local, or
tribal government to the extent that it provides health care services (e.g., Treatment) to Individuals but
only to the extent that it is not acting as a Covered Entity.
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 11.1 Compliance with the HIPAA Privacy Rule (Required Flow-Down). If Signatory is a NHE (but not to
the extent that it is acting as an entity entitled to make a Government Benefits Determination under
Applicable Law, a Public Health Authority, or a Government Health Care Entity), then it shall comply with
the provisions of the HIPAA Privacy Rule listed below with respect to all Individually Identifiable
information that Signatory reasonably believes is Tl as if such information is Protected Health
Information and Signatory is a Covered Entity. Such compliance shall be consistent with Section 13.2
(Compliance with Specific Obligations) and enforced as part of its obligations pursuant to this Common

Agreement.
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* 11.1.1 From 45 CFR § 164.502, General Rules (Required Flow-Down):

o Subsection (a)(1) — Dealing with permitted Uses and Disclosures, but only to the extent Signatory
is authorized to engage in the activities described in this subsection of the HIPAA Privacy Rule for
the applicable Exchange Purpose.

Subsection (a)(2)(i) — Requiring Disclosures to Individuals

Subsection (a)(3) — Business Associates

Subsection (a)(5) — Dealing with prohibited Uses and Disclosures

Subsection (b) — Dealing with the Minimum Necessary standard

Subsection (c) — Dealing with agreed-upon restrictions

Subsection (d) — Dealing with deidentification and re-identification of information
Subsection (e) — Dealing with Business Associate contracts

Subsection (f) — Dealing with deceased persons’ information

Subsection (g) — Dealing with personal representatives

Subsection (h) — Dealing with confidential communications

Subsection (i) — Dealing with Uses and Disclosures consistent with notice
Subsection (j) — Dealing with Disclosures by whistleblowers , ,

O O O o O o O O 0o o O O
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 11.1.2 45 CFR § 164.504, Organizational Requirements (Required Flow-Down).

 11.1.3 45 CFR § 164.508, Authorization Required (Required Flow-Down). Notwithstanding the
foregoing, the provisions of Sections 10.2 and 10.3 shall control and this Section 11.1.3 shall not apply
with respect to an IAS Provider that is a NHE.

 11.1.4 45 CFR § 164.510, Uses and Disclosures Requiring Opportunity to Agree or Object (Required
Flow-Down). Notwithstanding the foregoing, an IAS Provider that is a NHE but is not a Health Care
Provider shall not have the right to make the permissive Disclosures described in § 164.510(3) -
Emergency circumstances; provided, however, that an IAS Provider is not prohibited from making such a
Disclosure if the Individual has consented to the Disclosure pursuant to Section 10 of this Common
Agreement.
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 11.1.5 45 CFR § 164.512, Authorization or Opportunity to Object Not Required (Required Flow-Down).
Notwithstanding the foregoing, an IAS Provider that is a NHE but is not a Health Care Provider shall not
have the right to make the permissive Disclosures described in § 164.512(c) - Standard: Disclosures
about victims of abuse, neglect or domestic violence; § 164.512 Subsection (d) - Standard: Uses and
disclosures for health oversight activities; and § 164.512 Subsection (j) - Standard: Uses and disclosures
to avert a serious threat to health or safety; provided, however, that an IAS Provider is not prohibited
from making such a Disclosure(s) if the Individual has consented to the Disclosure(s) pursuant to Section
10 of this Common Agreement.

* 11.1.6 From 45 CFR § 164.514, Other Requirements Relating to Uses and Disclosures (Required Flow-
Down):
o Subsections (a)-(c) — Dealing with de-identification requirements that render information not
Individually Identifiable for purposes of this Section 11 and TEFCA Security Incidents
o Subsection (d) — Dealing with Minimum Necessary requirements
o Subsection (e) — Dealing with Limited Data Sets
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 11.1.7 45 CFR § 164.522, Rights to Request Privacy Protections (Required Flow-Down).

 11.1.8 45 CFR § 164.524, Access of Individuals (Required Flow-Down), except that an IAS Provider that
is @ NHE shall be subject to the requirements of Section 10 with respect to access by Individuals for
purposes of Individual Access Services and not this Section 11.1.8.

 11.1.9 45 CFR § 164.528, Accounting of Disclosures (Required Flow-Down).
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* 11.1.10 From 45 CFR § 164.530, Administrative Requirements (Required Flow-Down):
o Subsection (a) — Dealing with personnel designations

Subsection (b) — Dealing with training

Subsection (c) — Dealing with safeguards

Subsection (d) — Dealing with complaints

Subsection (e) — Dealing with sanctions

Subsection (f) — Dealing with mitigation

Subsection (g) — Dealing with refraining from intimidating or retaliatory acts

Subsection (h) — Dealing with waiver of rights

Subsection (i) — Dealing with policies and procedures

Subsection (j) — Dealing with documentation

O O O O O O O O O
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* 11.2 Written Privacy Policy (Required Flow-Down). Signatory must develop, implement, make publicly
available, and act in accordance with a written privacy policy describing its privacy practices with
respect to Individually Identifiable information that is Used or Disclosed pursuant to this Common
Agreement. Signatory can satisfy the written privacy policy requirement by including applicable content
consistent with the HIPAA Rules into its existing privacy policy, except as otherwise stated herein with
respect to IAS Providers. This written privacy policy requirement does not supplant the HIPAA Privacy
Rule obligations of a QHIN, Participant, or a Subparticipant that is a Covered Entity to post and distribute
a Notice of Privacy Practices that meets the requirements of 45 CFR § 164.520. If Signatory is a Covered
Entity, then this written privacy practices requirement can be satisfied by its Notice of Privacy Practices.
If Signatory is an IAS Provider, then the written privacy practices requirement must be in the form of a
Privacy and Security Notice that meets the requirements of Section 10.3 of this Common Agreement.
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TEFCA will provide strong security protections.

« QHINs will be expected to meet a high bar for * Notice of TEFCA Security Incidents
security, including: involving or affecting exchange:

»  Third-party certification to industry-recognized — Are required of QHINs, Participants and
cybersecurity standards, in addition to complying Subparticipants.
with the HIPAA Security Rule. — Generally designed to avoid conflict with

»  Annual security assessments. Applicable Law and duplicative notification

» Have a Chief Information Security Officer. requirements.

»  Have cyber risk coverage. * All TEFCA entities shall evaluate the risks of any

Uses and/or Disclosures of TEFCA Information
outside the U.S to evaluate whether they satisfy
the HIPAA Security Rule.

« Flow-down contract provisions for all Participants and
Subparticipants:

»  Non-HIPAA Entities (NHEs) must comply with the
HIPAA Security Rule with respect to all individually
identifiable information that the entity reasonably
believes is TEFCA Information.

The RCE will actively facilitate security activities,
with the support of a Cybersecurity Council
drawn from participating QHINS.
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‘ ‘ Key Terms in Section 12

* HIPAA Security Rule: the regulations set forth at 45 CFR Part 160 and Part 164, Subpart C.

* Discovery: for purposes of determining the date on which a TEFCA Security Incident was discovered, the
term Discovery shall be determined consistent with 45 CFR § 164.404(a)(2) as if the TEFCA Security

Incident were a breach (as defined in 45 CFR § 164.402) except that this term shall also apply to Non-
HIPAA Entities.
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‘ ‘ Key Terms in Section 12

TEFCA Security Incident(s):

1. Anunauthorized acquisition, access, Disclosure, or Use of unencrypted Tl in transit using the
Connectivity Services or pursuant to any Framework Agreement between Signatory and its

Participants, between Signatory’s Participants and their Subparticipants, or between Subparticipants,
but NOT including the following:

i. Any unintentional acquisition, access, or Use of Tl by a workforce member or person acting under the
authority of a QHIN, Participant, or Subparticipant, if such acquisition, access, or Use was made in good
faith and within the scope of authority and does not result in further Use or Disclosure in a manner not
permitted under Applicable Law and this Common Agreement.

ii.  Any inadvertent Disclosure by a person who is authorized to access Tl at a QHIN, Participant, or
Subparticipant to another person authorized to access Tl at the same QHIN, Participant, or Subparticipant,
or Organized Health Care Arrangement in which a QHIN, Participant, or Subparticipant participates or
serves as a Business Associate, and the information received as a result of such Disclosure is not further
Used or Disclosed in a manner not permitted under Applicable Law and this Common Agreement.

[..] , ,
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iii. A Disclosure of Tl where a QHIN, Participant, or Subparticipant has a good faith belief that an

unauthorized person to whom the Disclosure was made would not reasonably have been able to
retain such information.

iv. A Disclosure of Tl that has been de-identified in accordance with the standard at 45 CFR §
164.514(a).

2. Other security events (e.g., ransomware attacks), as set forth in an SOP, that prevent the affected
QHIN, Participant, or Subparticipant from responding to requests for information as required under
this Common Agreement or otherwise adversely affect their participation in QHIN-to-QHIN exchange.
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* 12.1 General Security Requirements. Signatory shall comply with the HIPAA Security Rule as if the
HIPAA Security Rule applied to Individually Identifiable information that is Tl regardless of whether
Signatory is a Covered Entity or a Business Associate. Signatory shall also comply with the security
requirements stated in Section 12 of this Common Agreement and specific additional requirements as
described in the QTF and applicable SOPs, to the extent that such requirements are not already included
in the HIPAA Security Rule, with respect to all Individually Identifiable information that is Tl as if such
information were Protected Health Information and Signatory were a Covered Entity or Business
Associate. Notwithstanding anything else in this Section 12, none of these requirements shall apply to
any federal agency or Public Health Authority.
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* 12.1.1 Cybersecurity Coverage. In accordance with the Cybersecurity Coverage SOP, Signatory shall
maintain, throughout the term of this Common Agreement: (i) a policy or policies of insurance for cyber
risk and technology errors and omissions; (ii) internal financial reserves to self-insure against a cyber-
incident; or (iii) some combination of (i) and (ii).

* 12.1.2 Cybersecurity Certification. Signatory shall achieve and maintain third-party certification to an
industry-recognized cybersecurity framework demonstrating compliance with all relevant security
controls, as set forth in the applicable SOP.

 12.1.3 Annual Security Assessments. Signatory must obtain a third-party security assessment and
technical audit no less often than annually and as further described in the applicable SOP. Signatory
must also provide evidence of compliance with this section and, if applicable, of appropriate mitigation
efforts in response to the findings of the security assessment and/or technical audit within thirty (30)
days to the RCE as specified in the SOP.
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 12.1.4 Participants and Subparticipants (Required Flow-Down). Signatory shall require in its Participant-QHIN
Agreements that its Participants implement and maintain, and require their Subparticipants to implement and
maintain, appropriate security controls for Tl that are commensurate with risks to the confidentiality, integrity,
and/or availability of the TI. If any Participant or Subparticipant is a NHE, it shall be required to comply with the
HIPAA Security Rule provisions with respect to all Individually Identifiable information that the Participant or
Subparticipant reasonably believes is Tl as if such information were Protected Health Information and the
Participant or Subparticipant were a Covered Entity or Business Associate. Signatory shall further require that its
Participants implement and maintain, and that its Participants require their Subparticipants to implement and
maintain, any additional security requirements that may be set forth in an SOP applicable to Participants and
Subparticipants. Such compliance shall be enforced as part of the Participants’ and Subparticipants’ obligations
pursuant to the Framework Agreements.

e 12.1.5 Security Resource Support to Participants. Signatory shall make available to its Participants: (i) security
resources and guidance regarding the protection of Tl applicable to the Participants’ participation in the QHIN
under the applicable Framework Agreement; and (ii) information and resources that the RCE or Security Council
makes available to Signatory related to promotion and enhancement of the security of Tl under the Framework
Agreements.
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12.1.6 Chief Information Security Officer. The RCE shall designate a person to serve as the Chief
Information Security Officer (CISO) for activities conducted under the Framework Agreements. This may
be either an employee or independent contractor of the RCE. The RCE’s CISO will be responsible for
monitoring and maintaining the overall security posture of activities conducted under the Framework
Agreements, and making recommendations to all QHINs regarding changes to baseline security
practices required to address changes to the threat landscape. Signatory agrees that it, and not the
RCE, is ultimately responsible for the security posture of Signatory’s network and the activities
conducted by Signatory under the Participant-QHIN Agreements to which Signatory is a party, as well as
the Participant-Subparticipant Agreements its Participants enter into and all Downstream
Subparticipant Agreements that its Participants' Subparticipants enter into. Signatory shall also
designate a person to serve as its CISO for purposes of Signatory’s participation in QHIN-to-QHIN
exchange. The RCE shall establish a Cybersecurity Council to enhance cybersecurity commensurate with
the risks of the activities conducted under the Framework Agreements as more fully set forth in an SOP.
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12.2 Tl Outside the United States (Required Flow-Down). Signatory shall not Use Tl outside the United
States or Disclose Tl to any person or entity outside the United States except to the extent such Use or
Disclosure is permitted or required by Applicable Law and except to the extent the Use or Disclosure is
conducted in conformance with the HIPAA Security Rule, regardless of whether Signatory is a Covered
Entity or Business Associate. Signatory shall evaluate the risks of any extraterritorial Uses and/or
Disclosures of Tl, if applicable, as part of an annual security assessment and prior to any new or
substantially different type of non-U.S. Use(s) or Disclosure(s). Such security assessment shall include a
risk assessment to evaluate whether the Uses or Disclosures of Individually Identifiable information that
is reasonably believed to be Tl by or to persons or entities outside the United States satisfies the
requirements of the HIPAA Security Rule. The foregoing does not modify or eliminate any provision of
Applicable Law that does not permit a Signatory to Disclose Individually Identifiable information to a
person or entity outside the United States or that imposes conditions or limitations on such Disclosure.
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12.3 TEFCA Security Incident Notification. As soon as reasonably practicable, but not more than five
(5) calendar days after determining that an TEFCA Security Incident has occurred, Signatory shall provide
notification to the RCE and to all QHINs that are likely impacted, whether directly or by nature of one of
the other QHIN’s Participants or Subparticipants, of the TEFCA Security Incident. Such notification must
include sufficient information for the RCE and others affected to understand the nature and likely scope
of the TEFCA Security Incident. Signatory shall supplement the information contained in the notification
as it becomes available and cooperate with the RCE, and with other QHINs, Participants, and
Subparticipants that are likely impacted by the TEFCA Security Incident.

12.3.1 Receiving TEFCA Security Incident Notification. Signatory shall implement a reporting protocol
by which other QHINs can provide Signatory with notification of a TEFCA Security Incident. In the event
that the TEFCA Security Incident involves Tl that is de-identified in accordance with the de-identification
standard provided at 45 CFR § 164.514(a), then no such reporting obligation shall exist.
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 12.3.2 Vertical Reporting of TEFCA Security Incident(s). Signatory shall require that each Participant
with which it has entered into a Participant-QHIN Agreement:

Notify Signatory and Participant’s Subparticipants of any TEFCA Security Incident the Participant
experiences in accordance with the timing and content requirements stated in Section 12.3;
Require that each Subparticipant with which the Participant enters into a Participant-
Subparticipant Agreement report any TEFCA Security Incident experienced by or reported to the
Subparticipant to the Participant and to the Subparticipant’s Downstream Subparticipants in
accordance with the timing and content requirements stated in Section 12.3;

Require that each Subparticipant with which the Participant enters into a Participant-
Subparticipant Agreement require that its Downstream Subparticipants report any TEFCA
Security Incident experienced by or reported to the Downstream Subparticipant to the
Upstream Subparticipant and to its own Downstream Subparticipants, in accordance with the
timing and content requirements stated in Section 12.3.

Notify Signatory of any TEFCA Security Incident reported to the Participant by one of its
Subparticipants.




ONC
TEFCA
RECOGNIZED

Security Cont’ed (Section 12) £
1

 12.3.3 Compliance with Notification Under Applicable Law. Nothing in this Section 12.3 shall be
deemed to modify or replace any breach notification requirements that Signatory may have under the
HIPAA Rules, the FTC Rule, and/or other Applicable Law. To the extent Signatory is already required by
Applicable Law to notify a Participant, Subparticipant, and/or another QHIN of an incident that would
also be a TEFCA Security Incident, this section does not require duplicative notification.




TEFCA Information

* Purpose: This SOP identifies specific
requirements that QHINs must follow to
protect the security of Tl. It also provides
specific information about the Cybersecurity
Council.

Procedure:

1.

2.
3.
A4

o1

Third-Party Cybersecurity Certification
Annual Technical Audits

Security Documentation Requirements
Confidentiality of Security
Documentation

Cybersecurity Councill
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The Cybersecurity & Infrastructure
Security Agency (CISA) has identified the
healthcare and public health sector as
part of the nation’s critical infrastructure,
stating: The Healthcare and Public Health
Sector protects all sectors of the
economy from hazards such as terrorism,
infectious disease outbreaks, and natural
disasters. Because the vast majority of
the sector's assets are privately owned
and operated, collaboration and
information sharing between the public
and private sectors is essential to
Increasing resilience of the nation's
Healthcare and Public Health critical
Infrastructure




SOP - QHIN Cybersecurity Coverage

Purpose: The purpose of this SOP is to ensure that
each QHIN has cyber risk and technology errors and
omissions insurance and/or internal financial reserves
In amounts not less than the liability limits presently
stated in Section A of this SOP then in effect.
Procedure A: In Relation to Liability Limits

1. For purposes of this Cybersecurity Coverage
SOP, a QHIN must have demonstrated the ability
to fulfill its obligation to cover any liability up to
the liability limits...

2. A QHIN may demonstrate its ability to fulfill its
obligations through a combination of measures
Including a policy or policies of insurance for
cyber risk and technology errors and omissions
and/or internal financial reserves.

ONC
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COORDINATING
ENTITY

Section 7.4 of the Common
Agreement states, in relevant
part: “IN NO EVENT SHALL
EITHER RCE’'S OR
SIGNATORY’S TOTAL LIABILITY
TO EACH OTHER AND ALL
OTHER QHINS ARISING FROM
OR RELATING TO THIS
AGREEMENT EXCEED
AMOUNTS EQUAL TO TWO
MILLION DOLLARS ($2,000,000)
PER INCIDENT AND FIVE
MILLION DOLLARS ($5,000,000)
AGGREGATE PER ANNUM OR
SUCH OTHER AMOUNTS AS
STATED IN A THEN-IN-EFFECT
SOP....
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 Procedure B: Cybersecurity Coverage

1.

bk owh

Cybersecurity Coverage Requirements

(a) A policy of insurance for cyber risk/technology errors and
omissions with coverage in amounts not less than the Liability
Limit;

(b) Internal financial reserves to “self-insure” against a cyber-
incident in amounts not less than the Liability Limit; or

(c) Some combination of cyber risk/technology errors and
omissions insurance and internal reserves in amounts not less

than the Liability Limit.

Evidence of Cybersecurity Coverage
Notification of Changes

Attestation of Compliance

Effect of Insurance and/or Reserves
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* 13.1 Compliance with Applicable Law and the Framework Agreements (Required Flow-Down).
Signatory shall comply with all Applicable Law and shall implement and act in accordance with any
provision required by this Common Agreement, including all applicable SOPs and provisions of the QTF.
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13.2 Compliance with Specific Obligations

Responsibility of the RCE. The RCE shall be responsible for taking reasonable steps to confirm that
Signatory is abiding by the obligations under this Common Agreement and all applicable SOPs. In the
event that the RCE becomes aware of a material non-compliance with any of the obligations stated in the
Common Agreement or any of the applicable SOPs by Signatory, then the RCE shall promptly notify
Signatory in writing. Such notice shall inform Signatory that its failure to correct any such deficiencies
within the timeframe established by the RCE shall constitute a material breach of this Common Agreement,
which may result in termination of this Common Agreement.

Responsibility of Signatory (Required Flow-Down). Signatory shall be responsible for taking reasonable
steps to confirm that all of its Participants are abiding by the Required Flow-Downs and all applicable SOPs.
In the event that Signatory becomes aware of a material non-compliance by one of its Participants, then
Signatory shall promptly notify the Participant in writing. Such notice shall inform the Participant that its
failure to correct any such deficiencies within the timeframe established by Signatory shall constitute a
material breach of the Participant-QHIN Agreement, which may result in early termination of said

agreement.
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13.3 Flow-Down Rights to Suspend (Required Flow-Downs).

 13.3.1 Suspension Rights Granted to RCE. Each Participant-QHIN Agreement, Participant-
Subparticipant Agreement, and Downstream Subparticipant Agreement shall include a grant of
authority to the RCE to suspend each party’s right to engage in any QHIN-to-QHIN exchange activities if:
(a) there is an alleged violation of such agreement or of Applicable Law by the party/parties; (b) there is
a cognizable threat to the security of the information that the RCE reasonably believes is Tl transmitted
pursuant to such agreement or to the infrastructure of the QHIN; or (c) such suspension is in the
interests of national security as directed by an agency of the United States government.
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13.3.2 Suspension Rights Granted to Signatory. Each of the aforementioned Framework Agreements
shall also grant Signatory the same authority as the RCE to suspend a party’s right to engage in any
activities under the Framework Agreement if any of the circumstances described in subsections 13.3.1
(a)-(c) above occur with respect to any Participant and/or Subparticipant of Signatory.

I.  Signatory may exercise such right to suspend based on its own determination that any of the
circumstances described in subsections 13.3.1 (a)-(c) above occurred with respect to any
Participant and/or Subparticipant of Signatory.

ii.  Signatory must exercise such right to suspend if directed to do so by the RCE based on the RCE’s
determination that suspension is warranted based on any of the circumstances described in
subsections 13.3.1 (a)-(c) above with respect to any Participant and/or Subparticipant of
Signatory. If the suspension of any Participant and/or Subparticipant of Signatory is at the
direction of the RCE, Signatory must effectuate such suspension as soon as practicable and not
longer than within twenty-four (24) hours of the RCE having directed the suspension, unless the
RCE specifies a longer period of time is permitted to effectuate the suspension.
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Section 13.4 specifies the survival provisions that must flow-down to Participants and Subparticipants:

Section 7.1, Confidential Information, shall survive for a period of six (6) years following the expiration or
termination of the applicable Framework Agreement;

Section 10.6, Survival for IAS Providers, to the extent that the Participant or Subparticipant is an IAS Provider, shall
survive following the expiration or termination of the applicable Framework Agreement for the respective time
periods set forth in Section 10.6.

Section 11, Privacy, to the extent that the Participant or Subparticipant is subject to Section 11, said Section shall
survive the expiration or termination of the applicable Framework Agreement until the expiration of the time
period specified in the definition of PHI at 45 CFR § 160.103 under Subsection 2(iv) of such definition, i.e., fifty (50)
years after the death of the Individual to whom the information covered by Section 11 relates;

Section 12.1.4, Participants and Subparticipants, to the extent that the Participant or Subparticipant is subject to
Section 12.1.4, said Section shall survive the expiration or termination of the applicable Framework Agreement until
the expiration of the time period specified in the definition of PHI at 45 CFR § 160.103 under Subsection 2(iv) of
such definition, i.e., fifty (50) years after the death of the Individual to whom the information covered by Section
12.1.4 relates.

The requirements of Section 12.3.2, Vertical Reporting of TEFCA Security Incident(s), shall survive for a period of six
(6) years following the expiration or termination of the applicable Framework Agreement.
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14.1 Transparency — Access to Participant-QHIN Information. If either ONC or the RCE has a reasonable
basis to believe that one or more of the following situations exist with respect to Signatory, then
Signatory shall make available, upon written request, copies of its Participant-QHIN Agreements and
information relating to the exchange of Tl and the circumstances giving rise to the basis for such
request. The foregoing shall be subject to Signatory’s right to restrict or condition its cooperation or
disclosure of information in the interest of preserving privileges but only to the extent that such
information is material to the defense of a substantiated claim asserted by a third party. Such situations
include: (i) an alleged violation of this Common Agreement or Applicable Law; or (ii) a threat to the
security of information that the RCE or ONC reasonably believes is Tl transmitted pursuant to the
Framework Agreements or to the infrastructure supporting QHIN-to-QHIN exchange. The right of
Signatory to restrict or condition its cooperation or disclosure of its Participant-QHIN Agreement(s) and
information relating to the exchange of Tl in the interest of preserving privileges shall not apply to a
disclosure that is requested in the interest of national security.
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* 14.2 Compliance with Standard Operating Procedures. The RCE shall adopt Standard Operating Procedures (SOPs)
to provide detailed guidance on specific aspects of the exchange activities under this Common Agreement that are
binding on the RCE, Signatory and, as applicable, Participants and Subparticipants. The SOPs are incorporated by
reference into this Common Agreement, and Signatory shall comply with all SOPs that are applicable to it and shall
require that its Participants and their Subparticipants agree in writing to comply with all applicable SOPs. If
Signatory or its Participants or Subparticipants fail to comply with any applicable SOP, the RCE may take corrective
action, which will include requiring steps to bring the organization into compliance with the SOP and may include
requiring Signatory to suspend the ability of a Participant or Subparticipant to exchange information under the
Framework Agreement(s) until the non-compliance is corrected to the satisfaction of the RCE, suspending
Signatory’s right to exchange information under the Common Agreement or Signatory may have its right to
exchange information under the Common Agreement terminated or be required to ensure the termination of its
Participant’s or a Subparticipant’s right to exchange information under one of the other Framework Agreements.
RCE shall adopt an SOP that provides detailed information about sanctions for non-compliance with an SOP.
Nothing in this Section 14.2 of this Common Agreement limits the RCE’s rights to terminate this Common
Agreement under Section 16.3.2 or 16.3.3 of this Common Agreement.
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* 14.3 Incorporation of Required Flow-Downs in Framework Agreements. In addition to the obligations
of Signatory with respect to its Participants stated throughout in this Common Agreement:

i.  Signatory shall be responsible for incorporating the Required Flow-Downs into all Participant-
QHIN Agreements.

ii.  Signatory shall require that each of its Participants be responsible for incorporating the Required
Flow-Downs into all Participant-Subparticipant Agreements.

iii.  Signatory shall further require that each of its Participants be responsible for requiring that each
of their Subparticipants incorporate the Required Flow-Downs into all Downstream
Subparticipant Agreements, if any.

* 14.4 Compliance with the QHIN Technical Framework. Signatory shall meet the requirements of the
then-applicable QTF. Signatory is required to comply with any updates to the QTF by the applicable date
established by the RCE and approved by ONC.
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‘ ‘ Key Terms in Section 15

* Dispute: means (i) a disagreement about any provision of this Common Agreement, including any SOP,
the QTF, and all other attachments, exhibits, and artifacts incorporated by reference; or (ii) a concern or
complaint about the actions, or any failure to act, of Signatory, the RCE, or any other QHIN or another
QHIN’s Participant(s).

* Dispute Resolution Process: has the meaning assigned to such term in Section 15.1 of this Common
Agreement.
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15.1 Acknowledgement and Consent to Dispute Resolution Process. Signatory acknowledges that it may be in its
best interest to resolve Disputes related to the Common Agreement through a collaborative, collegial process rather
than through civil litigation. Signatory has reached this conclusion based upon the fact that the legal and factual issues
related to the exchange and related activities under the Common Agreement are unique, novel, and complex, and
limited case law exists that addresses the legal issues that could arise in connection with this Common Agreement.
Therefore, Signatory shall submit Disputes to the RCE to be addressed by the non-binding Dispute resolution process
set forth in an SOP (the “Dispute Resolution Process”). Notwithstanding, Signatory understands that the Dispute
Resolution Process does not supersede or replace any oversight, investigatory, enforcement, or other administrative
actions or processes that may be taken by the relevant authority, whether or not arising out of or related to the
circumstances giving rise to the Dispute. RCE and Signatory are committed to promptly and fairly resolving Disputes.

To that end, Signatory shall use its best efforts to resolve Disputes that may arise with other QHINs, their respective
Participants, or the RCE through informal discussions before seeking to invoke the Dispute Resolution Process. If the
Dispute cannot be resolved through cooperation between Signatory and the other QHIN(s), Signatory may, on its own
behalf or on behalf of its Participant(s), choose to submit the Dispute to the Dispute Resolution Process. Likewise,
Signatory, on its own behalf and on behalf of its Participant(s), will seek to resolve Disputes involving the RCE through
good-faith informal discussions with the RCE prior to invoking the Dispute Resolution Process.
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Under no circumstances will the Dispute Resolution Process give the RCE any power to assess monetary
damages against any party to the Dispute Resolution Process including, without limitation, Signatory or its
Participants or any other QHIN or its Participants. Except in accordance with Section 15.2, if Signatory
refuses to participate in the Dispute Resolution Process, such refusal shall constitute a material breach of
this Common Agreement and may be grounds for termination of Signatory’s participation in QHIN-to-QHIN

exchange.
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15.2 Injunctive Relief.

« 15.2.1 Notwithstanding Section 15.1, Signatory shall be relieved of its obligation to participate in the
Dispute Resolution Process if Signatory: (i) makes a good faith determination that is based upon
available information or other evidence that another QHIN’s or its Participants’ acts or omissions will
cause irreparable harm to Signatory or another organization or person (e.g., another QHIN or its
Participant or an Individual); and (ii) pursues immediate injunctive relief against such QHIN or its
Participant in a court of competent jurisdiction in accordance with Section 18.3. Signatory must inform
RCE of such action within two (2) business days of filing for the injunctive relief and of the result of the
action within twenty-four (24) hours of a court of competent jurisdiction granting or denying injunctive
relief.

 15.2.2 Iftheinjunctive relief sought in Section 15.2.1 is not granted and Signatory chooses to pursue
the Dispute, the Dispute must be submitted to the Dispute Resolution Process in accordance with
Section 15.1.
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- 15.3 Activities during Dispute Resolution Process. The pendency of a Dispute under this Common
Agreement has no effect on either Party’s obligations hereunder, unless Signatory terminates its rights
in accordance with Section 16.2 or 16.3.1 or is suspended in accordance with Section 16.4.2.

e 154 Implementation of Agreed Upon Resolution. If, at any point during the Dispute Resolution
Process, Signatory and all other parties to the Dispute accept a proposed resolution of the Dispute,
Signatory and RCE each agree to implement the terms of the resolution within the agreed-upon
timeframe to the extent applicable to each of them.

e 155 Reservation of Rights. If, following the completion of the Dispute Resolution Process, in the
opinion of Signatory, the Dispute Resolution Process failed to adequately resolve the Dispute, Signatory
may pursue any remedies available to it in a court of competent jurisdiction in accordance with Section
18.3.
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15.6 Escalation and Reporting of Disputes to ONC.

15.6.1 Escalation of Certain Disputes to ONC. If Signatory has reason to believe that: (a) the RCE is acting in a
discriminatory manner or in violation of the RCE’s conflict of interest policies; or (b) the RCE has not acted in
accordance with its obligations stated in this Common Agreement, then Signatory shall have the right, on its own
behalf and on behalf of its Participants, to make a complaint to ONC. The complaint shall identify the parties to the
Dispute, a description of the Dispute, a summary of each party’s position on the issues included in the Dispute, the
final disposition of the Dispute, and the basis for the RCE’s alleged misconduct. The RCE and Signatory shall each
also promptly provide such additional information as may be reasonably requested by ONC in order to consider and
resolve the issues raised for review. Since this complaint may include PHI and may include Confidential Information,
the RCE will work with ONC to develop mechanisms to protect the confidentiality of this information. Such
protective mechanisms and the process for escalating a complaint to ONC are set forth in an SOP.

15.6.2 Reporting of Anonymized Dispute Information to ONC. As part of the RCE’s communications with ONC,
within fifteen (15) business days after the end of each calendar quarter, the RCE reports the following information
relating to each Dispute that has been submitted through the Dispute Resolution Process in an anonymized format
to ONC: (i) identification of whether the parties to the Dispute are QHIN(s) only, or whether the Dispute also
involves Participant(s); (ii) a description of the Dispute with reasonable specificity; and (iii) the final disposition of
the Dispute.
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 Purpose: The Common Agreement provides a
mechanism for Disputes to be resolved via a
collaborative process so that QHINs and the Governing
Council are not required to seek resolution of their
Disputes via litigation. This SOP describes the process
that QHINs will use in the Dispute Resolution Process.

 Procedure:
1. Informal Conference
2. Dispute Resolution Council
3. Disputes between QHINs and/or Their Participants
4. Appeal to the Governing Council
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16. Stability of the QHIN Network

 16.1 Term. This Common Agreement shall commence on the Effective Date and shall remain in effect
until it is terminated by either Party in accordance with the terms of this Common Agreement.
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16.2 Withdrawal and Termination Prior to QHIN Designation.

 16.2.1 By Signatory. Signatory may withdraw from Onboarding and terminate this Common
Agreement at any time before it is Designated if it determines that it cannot meet the requirements of
being a QHIN or if it chooses not to continue to seek status as a QHIN. Signatory must provide at least
fifteen (15) calendar days’ written notice to RCE of its intention to withdraw from Onboarding and
terminate this Common Agreement.

 16.2.2 Bythe RCE. If Signatory fails to complete the Onboarding requirements within the timeframe
specified in the Onboarding & Designation SOP, the RCE may withdraw Signatory from Onboarding and
terminate this Common Agreement upon fifteen (15) calendar days’ written notice to Signatory that
Signatory has failed to meet the Onboarding requirements and, therefore, cannot be Designated. The
foregoing shall not be interpreted as precluding Signatory from reapplying for Designation at a future

time.
79
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16.3 Termination.

16.3.1 Termination by Signatory. Signatory may terminate this Common Agreement at any time without cause
by providing ninety (90) days’ prior written notice to RCE. Signatory may also terminate for cause if the RCE
commits a material breach of the Common Agreement, and the RCE fails to cure its material breach within thirty
(30) days of Signatory providing written notice to RCE of the material breach; provided, however, that if RCE is
diligently working to cure its material breach at the end of this thirty- (30-) day period, then Signatory must provide
the RCE with up to another thirty (30) days to complete its cure.

16.3.2 Termination by the RCE. RCE may not terminate this Common Agreement without cause as described in
this Section 16.3.2 or Section 16.3.3 of this Common Agreement. RCE may terminate this Common Agreement with
immediate effect by giving notice to Signatory if: (i) Signatory is in material breach of any of the terms and
conditions of this Common Agreement and fails to remedy such breach within thirty (30) days after receiving notice
of such breach; provided, however, that if Signatory is diligently working to cure its material breach at the end of
this thirty- (30-) day period, then RCE must provide Signatory with up to another thirty (30) days to complete its
cure; or (ii) Signatory breaches a material provision of this Common Agreement where such breach is not capable of
remedy.
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 16.3.3 Termination by RCE if the RCE Ceases to be Funded. The Parties acknowledge that the RCE’s
activities under this Common Agreement are supported by ONC funding. If this funding ceases, there
are no guarantees that the RCE will continue unless a financial sustainability model has been put in
place. If federal funding ceases, or if the available funding is not sufficient to provide the necessary
funding to support operation of the RCE and there is no successor RCE, then the RCE may terminate this
Common Agreement by providing one hundred and eighty (180) days’ prior written notice to Signatory.

* 16.3.4 Termination by Mutual Agreement. The Parties may terminate this Common Agreement at any
time and for any reason by mutual, written agreement.
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« 16.3.5 Effect of Termination of the Common Agreement.

I.  Upon termination of this Common Agreement for any reason, RCE shall promptly remove Signatory and its
Participants and Subparticipants from the RCE Directory Service and any other lists of QHINs that RCE
maintains.

ii.  Upon termination of this Common Agreement for any reason, Signatory shall, without undue delay, (a)
remove all references that identify it as a QHIN from all media, and (b) cease all use of any material,
including but not limited to product manuals, marketing literature, and web content that identifies it as a
QHIN. Within twenty (20) business days of termination of this Common Agreement, Signatory shall confirm
to RCE, in writing, that it has complied with this Subsection.

iii. To the extent Signatory stores Tl, such Tl may not be distinguishable from other information maintained by
Signatory. When the Tl is not distinguishable from other information, it is not possible for Signatory to
return or destroy Tl it maintains upon termination or expiration of this Common Agreement. Upon
termination or expiration of this Common Agreement, if Signatory is subject to Section 11 of this Common
Agreement, such sections shall continue to apply so long as the information would be ePHI if maintained by
a Covered Entity or Business Associate. The protections required under the HIPAA Security Rule shall also
continue to apply to all Tl that is ePHI, regardless of whether Signatory is a Covered Entity or Business

Associate.
iv. In no event shall Signatory be entitled to any refund of any fees that it has paid the RCE prior to termination.
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16.4 Suspension.

16.4.1 Suspension by RCE. RCE may suspend Signatory’s ability to engage in exchange activities under
the Common Agreement if RCE determines, following completion of a preliminary investigation, that
Signatory is responsible for a Threat Condition. To the extent that RCE determines that one of
Signatory’s Participants or Subparticipants has done something or failed to do something that results in
a Threat Condition, RCE may suspend, or the RCE may direct that Signatory suspend, that Participant’s
or Subparticipant’s ability to engage in exchange activities under the Common Agreement. RCE will
make a reasonable effort to notify Signatory in advance of RCE’s intent to suspend Signatory or one of
Signatory’s Participants or Subparticipants, including notice of the Threat Condition giving rise to such
suspension. If advance notice is not reasonably practicable under the circumstances, the RCE will notify
Signatory of the suspension, and the Threat Condition giving rise thereto, as soon as practicable
following the suspension. Upon suspension of either Signatory or one of Signatory’s Participants or
Subparticipants, RCE will work collaboratively with Signatory to resolve the issue leading to the
suspension. RCE shall adopt an SOP to address specific requirements and timelines related to
suspension.
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« 16.4.2 Selective Suspension by Signatory. Signatory may, in good faith and to the extent permitted by Applicable
Law, determine that it must suspend exchanging with another QHIN with which it is otherwise required to exchange
in accordance with an SOP because of reasonable and legitimate concerns related to the privacy and security of
information that is exchanged. If Signatory makes this determination, it is required to promptly notify the RCE and
the QHIN that Signatory is suspending of its decision and the reason(s) for making the decision. If Signatory makes
the decision to suspend, it is required, within thirty (30) days, to initiate the Dispute Resolution Process in order to
resolve whatever issues led to the decision to suspend, or end its suspension and resume exchanging with the other
QHIN. Provided that Signatory selectively suspends exchanging with another QHIN in accordance with this Section
and in accordance with Applicable Law, such selective suspension shall not be deemed a violation of Section 6.2.2.

 16.4.3 Additional Suspension Rights of RCE. Notwithstanding anything to the contrary set forth herein, the RCE
retains the right to suspend any exchange activity under the Common Agreement (i) upon ten (10) days’ prior
notice if the RCE determines that Signatory has created a situation in which the RCE may suffer material harm and
suspension is the only reasonable step that the RCE can take to protect itself; or (ii) immediately if the RCE
determines that the safety or security of any person or the privacy or security of Tl and/or Confidential Information
is threatened. In the case of an immediate suspension under this section, the RCE will provide notice as soon as
practicable following the suspension.
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 16.4.4 Effect of Suspension. The suspension of Signatory’s ability to participate in any activity under
this Common Agreement pursuant to this section has no effect on Signatory’s other obligations
hereunder, including, without limitation, obligations with respect to privacy and security. During any
suspension pursuant to this section, Signatory’s inability to exchange information under this Common
Agreement or comply with those terms of this Common Agreement that require information exchange
shall not be deemed a breach of this Common Agreement. In the event of suspension of Signatory’s
ability to participate in exchange activities under this Common Agreement, Signatory shall communicate
to its Participants, and require that they communicate to their Subparticipants, that all QHIN-to-QHIN
exchange on behalf of Signatory’s Participants and Subparticipants will also be suspended during any
period of Signatory’s suspension.
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16.5 Successor RCE and Transition.

 16.5.1 Selection of RCE and Successor RCE(s) and Continuing Obligations. Signatory agrees that ONC
had the right to select the initial RCE and that ONC shall have the right to select any successor RCE
and/or to act as an interim RCE until such successor RCE has been selected. Signatory further agrees to
work cooperatively with the RCE and any interim or successor RCE selected by ONC in accordance with
this Common Agreement. Additionally, Signatory shall continue to abide by the provisions of this
Common Agreement during the transition to any interim or successor RCE.

* 16.5.2 RCE Transition Services. In the event that ONC selects a successor RCE, the then-current RCE
will be required to continue supporting functions throughout a 90-day closeout period. If ONC acts as
an interim RCE prior to the appointment of a successor RCE, the references to successor RCE shall apply
to ONC as the interim RCE.
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17. Fees

17.1 Fees Paid by QHINs to the RCE. Signatory shall pay the fees set forth on Schedule 1 attached hereto (the
“QHIN Fees”). RCE shall invoice Signatory for all Fees in accordance with Schedule 1. Unless otherwise set forth in
Schedule 1, invoices shall be due and payable by Signatory within sixty (60) days after receipt thereof unless
Signatory notifies RCE in writing that it is contesting the accuracy of the invoice and identifies the specific
inaccuracies that it asserts. QHIN Fees contested under this Section shall be resolved between Signatory and RCE as
stated in the applicable SOP. Other than with regard to invoiced amounts that are contested in good faith, any
collection costs, attorneys’ fees or other expenses reasonably incurred by RCE in collecting amounts due under this
Common Agreement are the responsibility of Signatory. If Signatory fails to pay any undisputed QHIN Fees when
due hereunder, RCE has the right to suspend Signatory’s ability to participate in any exchange activity under this
Common Agreement. Prior to taking any action against Signatory for non-payment, including suspension, RCE shall
provide Signatory ten (10) days’ prior written notice. If Signatory makes payment within ten (10) days of receiving
written notice, RCE will not suspend Signatory’s ability to participate in any exchange activity under this Common
Agreement. If Signatory fails to make payment within ten (10) days of receiving notice, then the RCE may
implement the suspension or may terminate Signatory’s ability to participate in any exchange activity under this
Common Agreement.
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e 17.1.1 Changes to QHIN Fees. Schedule 1 may be updated by the RCE from time-to-time in relation to
operational costs, availability of ONC funding, and other market factors in order to ensure the
sustainability of the activities conducted under the Framework Agreements. In light of the foregoing,
changes to Schedule 1 are not subject to the change management process set forth in Section 5. The
RCE shall provide Signatory not less than ninety (90) days’ advance written notice of any adjustments to

the QHIN Fees set forth in Schedule 1.
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* 17.2 Fees Paid by QHINs to Other QHINs. Signatory is prohibited from charging fees to other QHINs for
any exchange of information using the Connectivity Services.
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Contract Administration Summary T

The “Miscellaneous Terms”

18.1 Authority to Execute — The human signing the CA must have the E
authority to bind the QHIN

18.2 Notices — How and where notices are to be given as between the -
QHIN and the RCE

18.3 Governing Law, Forum, and Jurisdiction: .
o Conflicts of Law and Governing Law
o Jurisdiction and Venue
o Federal Agency Forum Selection
o Participant and Subparticipant Agreements (subject to the governing
law, forum, and jurisdiction stated therein)

18.4 Assignment — How and when the CA may be assigned by either the RCE or the QHIN

Ao -

S—\g"\Q\\)‘ <

18.5 Force Majeure — When failures or delays in performance will not be a breach due to circumstances
beyond the control of the affected party
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Contract Administration Summary Cont’ed LS e

The “Miscellaneous Terms”

18.6 Severability — The effect on the CA if a court were to invalidated one :

or more specific provisions (but not the entire Agreement)

18.7 Counterparts — The CA may be executed in counterparts s

18.8 Captions — Included for convenience only “.; o

18.9 Independent Parties — The CA does not create any partnership or gfgf\i\‘\“c e

joint venture between the QHIN and the RCE

18.10 Acts of Contractors and Agents — “To the extent that the acts or
omissions of a Party’s agent(s) or contractor(s), or their subcontractor(s), result in that Party’s breach of
and liability under this Common Agreement, said breach shall be deemed to be a breach by that Party.”
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18.11 Entire Agreement; Waiver. This Common Agreement, together with the QTF, SOPs, and all
other attachments, exhibits, and artifacts incorporated by reference, contains the entire understanding
of the Parties with regard to the subject matter contained herein. The failure of either Party to enforce,
at any time, any provision of this Common Agreement shall not be construed to be a waiver of such
provision, nor shall it in any way affect the validity of this Common Agreement or any part hereof or the
right of such Party thereafter to enforce each and every such provision. No waiver of any breach of this
Common Agreement shall be held to constitute a waiver of any other or subsequent breach, nor shall
any delay by either Party to exercise any right under this Common Agreement operate as a waiver of any
such right.

18.12 Effect of Agreement. Except as provided in Sections 7.4 and Section 15, nothing in this
Common Agreement shall be construed to restrict either Party’s right to pursue all remedies available
under law for damages or other relief arising from acts or omissions of RCE or other QHINs or their
Participants or Subparticipants related to the Common Agreement, or to limit any rights, immunities, or
defenses to which Signatory may be entitled under Applicable Law.
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 18.13 Priority. In the event of any conflict or inconsistency between Applicable Law, a provision of
this Common Agreement, the QTF, an SOP, and/or any implementation plans, guidance documents, or
other materials or documentation the RCE makes available to QHINs, Participants, and/or
Subparticipants regarding the operations or activities conducted under the Framework Agreements, the
following shall be the order of precedence for this Common Agreement to the extent of such conflict or
inconsistency: (1) Applicable Law; (2) this document, including Required Flow-Downs that are to be
incorporated into Framework Agreements; (3) the QTF; (4) the Dispute Resolution Process, as set forth
herein and further detailed in an SOP; (5) all other SOPs; (6) all other attachments, exhibits, and artifacts
incorporated herein by reference, and (7) other RCE plans, documents, or materials made available
regarding activities conducted under the Framework Agreements.

Note: The applicable order of priority with respect to Participants and Subparticipants and other
agreements/terms between QHINs and their Participants, Participants and their Subparticipants, and
between Upstream and Downstream Subparticipants is addressed within the definitions of those respective

Framework Agreements
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« 18.14 QHIN Time Periods. Any of the time periods relating to the Parties hereto that are specified in
this Common Agreement may be changed on a case-by-case basis pursuant to the mutual written
consent of the Parties, provided that these changes are not undertaken to adversely affect another
QHIN and provided that these changes would not unfairly benefit either Party to the detriment of others
participating in activities under the Framework Agreements. Time periods that pertain to ONC may not
be changed, except by ONC, including the time periods for ONC review of proposed changes to the CA,
QTF, or SOPs that are set forth in Section 5.

« 18.15 Remedies Cumulative. The rights and remedies of the Parties provided in this Common
Agreement are cumulative and are in addition to any other rights and remedies provided by Applicable
Law.
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18.16 Survival of Rights and Obligations. The respective rights, obligations, and liabilities of the Parties with respect
to acts or omissions that occur by either Party prior to the date of expiration or termination of this Common Agreement
shall survive such expiration or termination. Following any expiration or termination of this Common Agreement, the
Parties shall thereafter cooperate fully and work diligently in good faith to achieve an orderly resolution of all matters
resulting from such expiration or termination.

The following sections shall survive expiration or termination of this Common Agreement as more specifically provided
below:

 18.16.1 The following sections shall survive in perpetuity following the expiration or termination of this
Common Agreement: Sections 7.4 Limitation of Liability; 18.2 Notices; 18.3 Governing Law, Forum and
Jurisdiction; 18.6 Severability; 18.9 Independent Parties; 18.10 Acts of Contractors and Agents; 18.11 Entire
Agreement; Waiver; 18.12 Effect of Agreement; 18.13 Priority; and 18.15 Remedies Cumulative.

 18.16.2 The following sections shall survive for a period of six (6) years following the expiration or
termination of this Common Agreement: Sections 7.1 Confidential Information; 7.2.1 Statement of General
Principle;12.3 TEFCA Security Incident Notification; and 14.1 Transparency - Access to Participant-QHIN
Information.

L] 7
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Survival of Rights and Obligations (Cont’ed)

* 18.16.3 The following section shall survive for the period specifically stated in such section
following the expiration or termination of this Common Agreement: Section 16.3.5 Effect of

Termination of Common Agreement.

* 18.16.4 To the extent that Signatory is an IAS Provider, the provisions set forth in Section 10.6
shall survive following the termination or expiration of this Common Agreement for the respective

periods set forth therein.
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2021 Q2 of 2022 2023
* Public engagement * QHINs begin signing  Establish Governing Council
« Common Agreement Work Common Agreement and » Follow change management process
Group sessions applying for designation to iterate Common Agreement, SOPs,
« RCE and ONC use feedback and QTF, including to support FHIR-
to finalize TEFCA based exchange
N N
4 N a N
ELZ 2022 - Q1 2023
- _J - J
Y '
Q1 of 2022 Q3 and Q4 of 2022
* Publish Common Agreement Version 1 « Onboarding of initial QHINs
* Publish QHIN Technical Framework (QTF)  Additional QHIN applications processed
Version 1 and FHIR Roadmap » RCE establishes Transitional Council
* Initiate work to enable FHIR-based exchange * RCE begins designating QHINs to share data

» Public education and engagement » Prepare for TEFCA FHIR exchange pilots
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Pre-application QHIN
Activities onboarding
{13 - =
Prospective QHIN Prospective QHIN If application is If all requirements are RCE provides
reviews the Common signs the Common accepted, met, RCE counter-signs  written notice of
Agreement, QTF, and ~ Agreement and prospective QHIN the Common Agreement  QHIN Designation
SOPs. submits QHIN begins the QHIN and designates the to both the
Application package. onboarding process, applicant as a QHIN. applicant

Prospective QHIN including technical and ONC.
participates in The RCE makes testing and production
educational sessions. an eligibility connectivity validation.

determination.

All relevant materials and resources will be available at www.RCE.SeguoiaProject.orq.
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Resources

« Common Agreement v. 1

* QHIN Technical Framework

 FHIR® Roadmap for TEFCA

« Standard Operating Procedures

« User’s Guide

« Benefits of TEFCA by
Stakeholder Factsheets

* FAQs

https://rce.sequoiaproject.orqg/tefca-

and-rce-resources/

Additional Resources:
https://www.healthit.gov/tefca

ENTITY

Events

« 1/26: Common Agreement Overview Webinar

« 2/2: QHIN Technical Framework (QTF) &
FHIR® Roadmap Webinar

« 2/3: Common Agreement & Standard

« Operating Procedures (SOPs) Webinar

- 3/8: TEFCA Panel at VIiVE

« 3/14: Morning Keynote at HIMSS Pre-
Conference Symposium

« 3/15: TEFCA Education Session at HIMSS

 3/16: 2 Feedback Sessions at HIMSS

https://rce.sequoilaproject.org/community-

engagement/



https://rce.sequoiaproject.org/tefca-and-rce-resources/
https://www.healthit.gov/tefca
https://rce.sequoiaproject.org/community-engagement/

In-Person Training Poll

Would you be interested in attending an in person workshop on
TEFCA on Monday, December 13 in Washington, DC?

* Yes

* NO




Questions &
Answers
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Visit wwvw.RCE.SequoiaProject.org to
view the Common Agreement Version 1.
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