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1 INTRODUCTION

1.1 Purpose of Document

This document describes how to use the Sequoia Interoperability Testing Platform (ITP) tools and
run the test cases for the Recognized Coordinating Entity (RCE)/Qualified Health Information
Network (QHIN) Testing program. This is limited to the QHIN Technical Framework (QTF) Version
1 Specification; the information outlined in the Common Agreement and related test materials
adopted by the RCE, collectively called “Standard Operating Procedures”.

Changes to the base standards, Specifications, and Test Materials may be made in accordance
with the applicable version of the QTF as described in the Trusted Exchange Framework and

Common Agreement (TEFCA).

The Sequoia Project QHIN Testing Program verifies that a System both complies with the QTF
specifications and has the ability to interoperate with other QHIN Networks. The Sequoia
Project QHIN Testing program supports the following:
e Applicants who wish to onboard as a QHIN;
e Existing QHINs who wish to test new technology or retest as a condition of continued
participation in the TEFCA; and
e Vendors who wish to have their product(s) validated as QHIN compliant.
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https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/wp-content/uploads/2022/01/QTF_0122.pdf
https://rce.sequoiaproject.org/tefca-and-rce-resources/
https://rce.sequoiaproject.org/tefca-and-rce-resources/
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1.2 Prerequisites — Getting Started

1.2.1 Applying to the Sequoia RCE QHIN Testing Program

To begin the testing process you will be required to fill out the QHIN Application form. Once your
application has been approved, your organization will be referred to testing and users will be
provisioned to the tooling. The Sequoia Project testing team will schedule a testing kick off call
to orient your users on how to navigate the tooling components to complete testing.

If additional users need to be added, please send their name, email, and phone number to
testing@seqgouiaproject.org.

DO NOT USE THE “CREATE AN ACCOUNT” FEATURE TO ADD NEW USERS!

Username:

Ilbriqhd

Password:

JRemember Me

@ Crea nt

QF rd?

© Forgot your password?

For security reasons, please log out and exit your

web browser when you are done accessing services
that require authentication!

1.2.2 Activating User Accounts
Sequoia staff will create your organization’s accounts and send activation emails to new users.
Their user ID will be contained in the email. New Users must validate their email address by

clicking the link in the activation email.
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1.2.3 Password Resets
Passwords can be reset by clicking the “Forgot your password?” link on the login page.

Username:

[ Ibright

Password:

LA L L] )

[ IRemember Me

For security reasons, please log out and exit your
web browser when you are done accessing services
that reguire authentication!

An email will be sent to the users registered email address from testing@sequoiaproject.org with
the subject “Gazelle-Password assistance”. Click on the link in the email to complete the

password reset process.

The following browsers are supported for use of Gazelle:

- Firefox
- Chrome
- Safari
7~ | oNncC
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2 PATIENT DISCOVERY TOOLS

Patient Discovery tests are done using a tool called the Patient Manager, which can be accessed
by going to https://validation.sequoiaproject.org/ and selecting the Patient Manager link.

s'éequoia Sequoia Interoperability Testing Platform (ITP)

7% praject A joint collaboration between IHE International, IHE Services, and NIST

Access tools

Support Tools Version Description

Gazelle Test Management S 590 The Gazelle Test Management Test Bed
> 410 Assertion coverage management
D > 410 Generate fake data demographics for testing purpose
Sharing Value Set Simulatol > 210 Value set repository simulator
Test tools Version Description
EVS Ciient > 550 External Validation tool services
> 341 Offers web services to validate HL7v2.x and HL7v3 messages exchanged Iin the context of IHE
> 9105 Tool for testing PD transaction
> 571 PKI, TLS Simulators, sysiog, and ATNA Questionnaire
XDS Toolkit > 43441 XDS Tools 4 configured for RSNA Image Share
QD and RD testing > 6.4.0-SNAPSHOT Access 1o XDS Tool 4 dedicated test environment
> 111 Security Token Service used to issue and validate SAML Assertions
Gaze > 121 Gazelle Webservice Tester
Utilities Version Description
CAS login SS0 login
Nagios Monitoring Nagios monitoring of services

2.1 As an Initiating Gateway

To run Patient Discovery tests as an Initiating Gateway, configure your system to point to the
Patient Manager Responding Gateway endpoint and use your system to send a PD message to
the Patient Manager tool. The endpoint information can be found under the menu option XCPD
-> Responding Gateway.
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XCPD ~ XUA ~ All patients. SUT Configurations « Connectathon ~ HL7 messages Value Sets

XCPD Responding Gateway

XCPD Responding Gateway

XCPD Responding Gateway XCPD Responding Gateway
INIT_GATEWAY RESP_GATEWAY -
(suT) (PatientManager) point

https://validation.sequoiaproject.org:14430/PAMSimulator-
ejb/RespondingGateway_Service/RespondingGateway PortType?wsdl
Receiver device.id root OID

4.1, 1255911 244116

|

Cross Gateway Patient Discovery (ITI-55
PRPA_IN201305UvV02
-

| PRPA_IN201306UV02 | Receiver
L 1.3.6.1.4.1.12559.11.24.4.1.12
| .
Cross Gateway Patient DIscwery (Deferred mode) /| '1'“;,";913°1"‘1"2’;5";“:1'24 it
l PRPA_IN20130SUVO2_ | ¢ T Shem
’ I MCCI_IN0O00002UVO1 J 2
Some delay 9 @

PRPA_IN201306UV02 |

MCCI_IN000002UV01

Send a Patient Discovery Message with the Patient Demographics required in the test to the
Gateway. The Gateway will respond with information about the matching patient. You can find
the results of the test under the HL7 Messages link at the top of the screen. Click on the
magnifying glass icon to see the messages.

“2 00@vO @

Messages browser

Search Criteria

o
Domain Show All | Simulated Actor Show All I Transaction Show All I
Initiator role Show Al v % Responderrole Show All v %
Jokiator Show All v % Responder Show All v %
Timestamp Any vl 8
The administrator has restricted the access to the messages. You are only seeing the messages sent by anonymous users.
Messages
Timestamp ~ Transaction Initiator Responder Request Response
Action
8/14/20 8:24:27 AM (CEST GMT+0200) M-85 PatientManager (INIT_GW) ADVault (RESP_GW) P PRPA_IN201305UV02 P PRPA_IN201306UV02 QrcC
8/13/20 11:47:52 PM (CEST GMT+0200) M55 PatientManager (INIT_GW) BSCC (RESP_GW) P PRPA_IN201305UV02 + PRPA_IN201306UV02 Qr»cC
8/13/20 11:47:30 PM (CEST GMT+0200) m-55 PatientManager (INIT_GW) BSCC (RESP_GW) P PRPA_IN201305UV02 P PRPA_IN201306UV02
8/13/20 11:14:10 PM (CEST GMT+0200) M55 PatientManager (INIT_GW) BSCC (RESP_GW) P PRPA_IN201305UV02 P PRPA_IN201306UV02
8/13/20 11:12:57 PM (CEST GMT+0200) M55 PatientManager (INIT_GW) BSCC (RESP_GW) P PRPA_IN201305UV02 P SOAP Fauit Qe C
8/13/20 11:12:29 PM (CEST GMT+0200) M55 PatientManager (INIT_GW) BSCC (RESP_GW) P PRPA_IN201305UV02 P SOAP Fault QrcC
8/13/20 11:11:49 PM (CEST GMT+0200) IT-55 PatientManager (INIT_GW) BSCC (RESP_GW) P PRPA_IN201305UV02 P SOAP Fault QrcC
/1190 104028 PM (CEQT GMT 40200 MRS Patianthananar (INIT WA RSO /RESP AW B PROA ININ1ANI ND > PRPA ININ13NAI D o»C
About Contact us Issue Tracker Copyright 2020 IHE International English
7~ | onc
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2.2 As a Responding Gateway

The test data can be found on the RCE website here.
Go to the SUT Configurations and make sure that your system has been set up as a known HL7v3

Responder and that the endpoint is correct. If the information is not correct, contact your Test
Manager for assistance.

Patient Manager

XCPD - XUA » Al pationts, SUT Contigueations, Connoctathon » HU7messages Vol Sets

HL7v3 Responders

Search Criteria

Usage  Ssnow Al

Systems under test

Name System name ~

o fpc Epc DS //0pan-&C epic COM Wilerconnect-co-2015weliepic communty hie KCpAespondnglewaysync sve

o’ SIMULATOR - POQV3 Suppier Patent Manager - PDQV3 Supper etp /ocainost S0S0 PAMSemutator. RISUPPT . SeTVe S PG Suppher_PorTypewsal

o SIMULATOR - PIXV3 Manager Pationt Manager - PIXV3 Manager hiip /Mocaihost S o ger_Senvico P 0r_PoATyperwsdt

Go to the XCPD Initiating Gateway menu and select [ITI-55} Cross-Gateway Patient Discovery.

Patient Manager

XUA ~ All patients SUT Configurations ~ Connectathon ~ HL7 messages Value Sets

Initating Gateway [ITI-55) Cross Gateway Patient Discovery

Responding Gateway Configurafion &

XCPD Initiating Gateway

Simulator

Name

Simulator Configuration
sender device id.root OID
13614112559112441.15

Organization OID
1381411255011244112

Select your system from the System under test list and then select the Pre-defined query for the
test you are running. The Patient Manager will populate the patient demographics needed. Click
“Send Message” to run the test and send the message to your System.

TEFCA
RECOGNIZED i i
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https://rce.sequoiaproject.org/wp-content/uploads/2022/09/Patient_Data.zip

XCPD Initiating Gateway

XCPD Initiating Gateway

Simulator

Name

Simuiator Configuration
sender device id.root OID
1.3.6.1.4.1.12559.11.24.4.1.15
Organization OID
1.3.6.1.4.1.125560.11.24.4.1.12
Home Community ID
1.3.6.1.4.1.12569.11.24.4.12

System under test

Pre-defined query Please select

PD-R-0000.0
PD-R-0015.0
PD-R-0016.0
PD-R-0018.0

Deferred response mode

Use XUA ?

PD-R-0020.0
PD-R-0021.0
. 5 PD-R-0022.0
Demographic information PD-R-0023.0
PD-R-0030.0
PD-R-0033.0

First name

Sequoia Interoperability Testing Platform (ITP) User Guide

XCPD Initiating Gateway

RESP_GATEWAY
{sum

INIT_GATEWAY
(Patient Manager)

P. it Di
PRPA_IN201305UV02

PRPA_IN201306UV02

PRPA_IN201305UV02

MCCI_IN000002UVO01

Some delay

(Deferred mode) /

PRPA_IN201306UV02
ICCI_IN000002UVO01

I I

ATOR - Gazelle.ihe.net

System Under Test (SUT)
Name
SIMULATOR - Gazelle.Ihe.net
URL
https://gazelle.ihe.net/PAMSimulator-
i i _Servic _PortType?wsdl
receiver device id.root OID
123
Organization OID
123

Patient Manager
XCPD =

XUA + Connectathon +

Al patients

SUT Configurations

HL7 messages  Value Sets

Transaction instance details (#18537)

Metadata

Timestamp; 8/13/20 11:47.52 PM (CEST GMT+0200)
Simulated actor: Initiating Gateway

Domain: IT-Infrasctructure.

Transaction: [TI-55

Initiator: PatientManager {Initiating Gateway)

Responder: BSCC (Responding Gateway)

Permanent link: hilps /ivalidation sequolaproject.org/PatientManager/messages/messageDisplay seam7id=18537

Permanent link to test report: hitps://validation.sequoiaproject.org/PatientManager/rest/GetReport 7id=18537

Request: PRPA_IN201305UV02 Response: PRPA_IN201308UV02

Message metadata

Message 1D 1.3.6.1.4.1.12559.11.24.4.1.17.1:7568
XML
<Pxml version="1.0" g="UTF8" "yas"?

=<PRPA_IN201305UV02 ITSVersion="XML_1 0" xmins="urn hI7-org-v3">
<id extension="7568" root="1.3.6.1.4.1.12558.11.24.4 1.17.17/>

About

Contact us Issue Tracker

Copyright 2020 IHE International

English -
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3 XDS ToolLs

Query for Documents and Retrieve Documents Tests are done using the XDS Toolkit which can
be found by going to https://validation.sequoiaproject.org and selecting the “QD and RD Testing”
link.

NOTE: Do not select the XDS Toolkit link. This goes to a version of XDS Toolkit that is set up for
Imaging testing.

s'équoia Sequoia Interoperability Testing Platform (ITP)

7#s project A Joint collaboration between IHE International, IHE Services, and NIST

Access tools

Support Tools Version Description
> 590 The Gazelle Test Management Test Bed
S 410 Assertion coverage management
S 410 Generate fake data demographics for testing purpose
> 210 Value set repository simulator
Version Description
3 550 External Validation tool services
» 341 Offers web services to validate HL7v2.x and HL7v3 messages exchanged in the context of IHE
> 9.105 Tool for testing PD transaction
» 571 PKI, TLS Simulators, syslog, and ATNA Questionnaire
> 4341 XDS Tools 4 configured for RSNA Image Share
> 6.4.0-SNAPSHOT Access to XDS Tool 4 dedicated test environment
» 111 Security Token Service used to issue and validate SAML Assertions
Gazelle Webservice Tester » 121 Gazelle Webservice Tester
Utilities Version Description
CAS login SSO0 login

Nagios monitoring of services

3.1 XDS Toolkit Test Session Setup

Your Sequoia Project Test Manager will create a Test Session for you. The Test Session ID will be
assigned by your Test Manager. Select your test session by typing the name in the text box at
the top of the screen.

7~ | onc
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Environment] Sequola v | Test 'm Add | Delete | Test POt pelete ch Exit| | Create | You
, e ] nows I, M ool (crres] ] G
Toolkit

60448 signed-

77ed4c
-ioma. . 0aa23d
Syttom Coniguit i
ysi nfigurations - 4pbase
anage Patient IDs
daage P XDS Toolkit «.
New Simulator Logs Last Published: 2018-09-05 | Version: 6.5.0) 01

8f070b
Jueries & Relrieves Toolkit XD=7 lkit
- System Requirements cemer NKI
:!ndDocumenls System Components connect
ind Documents (All Dowinlead
Zarameters) Installation @ Comm dev prms
“indDocumentsByRefld Release Notes &> fe2923
WMPQ-FindDocuments ;*bﬂo'l‘:’" JavaD{ epic
SeBDacuments Uicense Individ geare s
3eiRelated Issue/bug tracker 60eblc
sindFolders Road Map 564494
3etFolders On-line Documentation ’_m -
SelFolderAndContents
= Bl by ]
3etSubmissionSetAndContents HOW TO
SetAl maven
RetrieveDocuments
RefrievelmagingDocumentSet Building and using a simulator
“HIR Search

Send a V2 Patient Identity Feed message

Submit
B Cnrma Trnne "Racianad b Eraanil and dickihobad b Elaticnn® @

Your Sequoia Project Test Manager will create all the systems and simulators you will need. Select
the system you want to test by clicking the blue Test Context button on the right and selecting
the system from the list.

X Conformance test context

Selection of codes and certificates
Environment: Sequoia

A Test Session holds the test results for a single system under
test.

Clear Test Session
*  Contains results for systems:

Test Session Y

System under test is Test Session

GATEWAY_SEQUOIA_Epic
GazelleSts

System under test |PIIB_community1
Assign System for Test

Select “Conformance Tests from the menu on the right. This will bring up the list of actors and
options available for testing. Select the actor and option you want to test by clicking on the actor
name or Option Name. Smoke tests are the required tests. Provisional tests are optional.

7~ | oNnc
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«

Toolkit

Home

Toolkit configuration
System Configurations
Manage Patient IDs
Simulators

New Simulator Logs

Queries & Retrieves

FindDocuments

Find Documents (All
Parameters)
FindDocumentsByRefld
MPQ-FindDocuments
GetDocuments

GetRelated

FindFolders

GetFolders
GetFolderAndContents
GetSubmissionSetAndContents
GetAll

RetrieveDocuments
RetrievelmagingDocumentSet
FHIR Search

Submit

XDS Register

XDS Provide & Register

XDR Provide & Register

Submit Resource '

Other Tools

Repository Listing
Connectathon Tools

Testi

Conformance Tests

v Test

Session.

Environment: Sequoia y

Codes
X Home X ConfTests

pilot pilot Delete

Add | Delete | Test
- Session:

Conformance Tests

{3 About this Tool
Actor to test S e

Tests are organized as: Actor Profile Option. Select the option you are interested in.

© Initiating Gateway © Responding Gateway

= XDS @ XD

Smoke
Provisional
ACP

Legend:

Not Run
[Jsuccesses
railures

M Exll‘ Create | You
= "New | are

signed-

est Context
Environment:
Sequoia
[TestSession: pilot
SUT:

Testing_Harness_Te

Make sure the endpoints listed under System Under Test Configuration are correct. If you are
doing the tests with TLS, make sure the SAML and TLS boxes are checked. You do not need to
initialize the testing environment.

Toolkit

Tooikit configuration
‘System Configurations
Manage Pabient IDs
Simulatars

New Simulator Logs

Queries & Retrieves

FindDocuments

Find Documents. (All
Parametars)
FinaDocumentsByRefid
MPQ-FindDocuments
GetDocuments

GetRelated

FingFalders

GetFalders
atFolderAndCantents
GetSubmissionSethndContents
ol

RefriovsOocuments
Refrieve|magingDocumentSet
FHIR Search

Submit

XDS Rgistor

XDS Provide & Register
XDR Provide & Regisier
Submit Resource
Other Tools

Repositary Listing
‘Connectathon Tools:

Testing

Conformance Tesis

Envionment: Sequoia v Test | pilat - Add | Delete | Test pilot Delete change | Exit| Create | You
Cades Session —‘— Sesson S |iaance | et New | are
e 1 sianad-

X Home X ConfTests

Conformance Tests
T - ffest Context
éipou this Tool | Environment

Actor to test

Inltlating Gateway ~Respending Gateway
Profile

XDS
Soron

Smoke Provisional ACP

Testing Environment

The system under test is 2 Responding Gateway. Far the festing to be fully automated by this toal ane of the folowing

by your

« Exposed ' endpaints - your tory functionality and you expose the required endpaints for these actors. A single
syslem configuration in toolkit masst contain the Responding Gateway (sysiem under test), and ihe relaled Registey and ReposAory configuralions.

+ External Regisiry/Rep Y- work with an external Registry and Repository which will be selected below. This tool wil provide:
thess actors

If your Respanding Gateway does not mest the above requirement i must b intialized manually. Ses hars for details.

+ When the test ks run @ Gross Galeway Guery or Relrieve lransaction will be sent Io Ine Responding Galeway selecied in the Test Cantex (localed to the right). This wil siart Ihe

test Bafere FUNNING a 1881 MaKe SUTE yoUr Responding Galeway s configured 1 TOTWAFY requesTs 1o the Document Repostory and Docurant Registry above

* Exposed Registry/Repositary

No Patient identity Feed '® w2 Patient identiy Faed

gevete all and Patient 1Ds. them

#1s

Initialize Testing Environmag

Initializaton Complete

Pitps:/736.173.34.106:8 2 Discovery

htips /735.173,34. 108818 "

|Pitps:/135.173.34.106:018 y
Cross-Communiy |

Discovery
1735.173.34.106.818;

f_Query

Inttp: 184,23, 247,108: 1300031

(Gross-Cammunity
s o ifps./735.173.34.106.818

_Retreve_ServiceiDocRetrieve)
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3.2 Running the Tests

Scroll down to the bottom of the page to see the test list. You can click on the arrow beside the
Test Group name to run all of the tests in the group, or you can click on the individual tests to run
just that one.

Envionment: Sequoa v Test  defaun v Add | Deleta | Test detaut Deete | nange| Ext| Creste| You
A Codes Session —— Session: New | ore
Toolkit == sioned
Xpons: CESHERE
Toolit configueation L ,

—— Conformance Tests

s - N Jp—
& Intalization Complete
wallzaton
FnaDocuments Sl

:’;’_3:"";"'““' System Under Test Configuration
FncDocumentsByRefla
MPQ-Fi s,
GetDocuments Epic (syatem Contauration]
GeRelated
FaaFolders Endpoints and 1Ds. Secure Non-secure.
GetFoiders itps /lopen-ic epec com 4437/ Interconnect-CE- hitp /lopen-ic epic cominterconnect-ce-
GetFokierAnaContents [IOR Provide sad Ragieie _ . Y.
GetSubmssionSetAnaContents | and Reghter s /1open-ic epic. m:«nummca
RetrieveDocuments Ty itps iopen-x epic. com 4437 Interconneci-CE-
FHIR Search siopen- 3
= hitps. /jopen-ic epic com 4437/Interconnect-CE:
: y
Submit ¥CPD Query s 10pAN-iC OpIC. COm 4437 /Inerconnect-ce-
XDS Register Reposiory T
XD::ovm:R‘W""' (1.2.840.114350.1.13.16.1.7,3,688884.100).
XDR rovde K Mnolvier  Ipomecommuntyia 12840 114350 1.13 16.1.7.3 686884 100
Other Tools Supporting Environment Configuration
Reposdory Listng. System: None
Connactathon Tools
Testing Ubities run 10 infiasze envionment
S —
Patient IDs
Patent ID
L —
! )
CResponding Gateway - Smoke Tests ® (2 )
Tosts B 1

ISuccesses: o

T — g

fNotRun

Test: QD-RD-R-0000.0-2011 - Respond to a basic QD & RD AW )
[Test: QD-RD- 2 asic QD & RD (2011 sy - On-Demand option) ®  * )

For Responding Gateway tests, the running test will send messages to your system and wait for
a response. Tests that have passed will turn blue, failed test will be red.

US Frovice & Kegster |(1.2.840.114350.1.13.16.1.7.3.688884.100), . - |
DOt Provide & Rogratie ityid 12840114350 1.13.16.1.7.3 686884.100

ubmit Resource '

ther Tools Supporting Environment Configuration

‘epository Listing System: None

‘onnectathon Tools

‘esting Utilttes run to initialize environment

‘onformance Tests

Patient IDs

PaientID  P0823194428.3*%&1.3,6.1.4.1.21367.13.20.100081S0

Clicking on the test and then the test step name will show you the results of the test. To see the
logs, click on the eye symbol to bring up the Results Inspector tab. Clicking on the garbage can
symbol will erase the test results and let you try again.

o7~ | oNC
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“

Environment| Sequoia ¥ Test connect ¥ Add | Detete | Test connect Delete Prm— —

T Codes Session: Session o T are

Toolkit siane
X Home = X ConfTests

Home
Toolkit configuration
System Configurations

Marage Patient 105 Conformance Tests

New Simulator Logs

* festContext
Queries & Retrieves Environment;
Sequoia
FinoDocuments SMUT- ession: connect
Find Documents (Al
Parameters) Testing_Hamess_Tan
FindDocumentsByRefid Patient IDs

MPQ-FindDocuments
GetDocuments
GetRelated

FindFolders
GelFolders
GetFolderAndContents

GetSubmissionSetAndContents

Patient 1D P0821212616 4***&1.36.1.4.1 21367 13 20 1000&IS0

Getal
RetrieveDocuments [Tests: ||2 |
RetrievelmagingDocumentSel  [Successes,

FHIR Search -

Submit

XDS Register

XDS Provide & Registe
XDR Provide & Registes
Submit Resource

p— e .
Internal Error: No endpoint specified for transaction xcpd and XD$ version Unknown and secure = Ialse on 5ne Temng Hamess. Tanqa CONNECT actol oy
Repository Listing default/Testing_Hamess_Tango_CONNECT Exception o it toolkit for
Gonnectathon Tools transaction xcpd and XDS version Unknown and secure = false on site Testing_Harmess_Tango_CONNECT
Testing
HView Metadata
Conformance Tests Goals:
Endpoint: null
Expected Status: Success
Errors:
Message

Intemal Error: No endpoint specified for fransaction xcpd and XDS version Unknown and secure = false on site Testing_Hamess_Tango CONNECT
actor config is defaultTesting_Harness_Tango_CONNECT
Exception XdsinternalException

gov nist toolkit. lient. No endpoint specified for fransaction xcpd and XD'S version Unknown and secure = false on site.
Testing_Harness_Tango_GONNEGT

ection: QD ®
leartiam DR B

In the Results Inspector you can view the request and response messages for each test step, asl
well as full logs and error messages.

«

Environment: Sequola v 1s'es| connect v Ada Datete| Test connect Delete Change | | Exit| [Create] You
Z ession: ssion - are
Toolkit Cess New | Sianes
XHome X ConfTests |
Home 3 i |
Toolkit configuration . s i _4
System Configurations |
Manage Patent IDs
Simulators I"speCtor
New Simutator Logs |
Advanced Oplions)
Queries &
o i History TestStep Id="PD" status="Fail
Find Documents (All < =" ">
o ory & oran e
EidDGanantatyRef © QD-RO-R-0000.0-2011 (Tue Oct 30 20:30.41 CET 2018)|  <ParseMetadata>False</ParseMetadata>
MPQ-FindDocuments 5 QD-RD-R-0000.0-
GetDocuments © logs 2011/PD/Mindpatient xmi</MetadataFile>
GetRelated status - fail </XcpdTransaction>
FindFolders dpoint <Error>Internal Error: No endpoint specified for transaction xcpd and XDS version Unknown and secure = faise on site
GetFolders i [Testing_Hamess_Tango_CONNECT actor config is default/Testing_Harness_Tango_CONNECT Exception XdsinternaiException
GetFolderAndContents request sov.nist toolkit xdsexception client XdsinternalException: No endpoint specified for transaction xcpd and XDS version Unknown
GetSubmissionSetAndContents e fand secure = false on site Testing_Haress_Tango_CONNECT at
GetAl lov.nist 1oolkit testengine java:828) at
RetrieveDocuments request header boov.nist toolkit testengine. i java:703) at
RetrieveimagingDocumentSet response header yov.nist. toolkit_testengine. java:218) at
FHIR Search B kyov.nist toolkit testengine.engine. StepContext run(StepContext java:466) at
s lgov.nist toolkit testengine.engine. PlanContext run(PlanContext java:251) at
Submit full log lgov.nist toolkit testengine engine.Xds Test runAndReturnLogs(XdsTest java:223) at
Siniiions fgownisttookiL estangine engine Xslesi2 un(Xdstest2 java.266) at
XDS Register loov.nist toolkit session.server. i java:168) at
XDS Provide 8 Register loov.nist toolkit session.server. a:133) at
XDR Provide & Register loov.nist toolkit session. server serviceManager. TestRunner run(TestRunner java: 289) at
Submit Resource ' loov nist toolkit session server 155) at
loou nist toolkit xdstools2 server ToolkitServicelmpl.runTest(ToolkitServicelmpl java:911) (stepld=PD)</Error>
Other Tools

Repository Listing
Connectatnon Tools

Testing

Conformance Tests

For Initiating Gateway tests, just send the appropriate message from your system to the
simulator endpoints listed. The simulator will send back a response and log the messages. When
you have successfully received a response, let your Test Manager know and they will validate the
messages.
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4 GAZELLE SECURITY SUITE

Security tests are done using a tool called the Gazelle Security Suite, which can be accessed by
going to https://validation.sequoiaproject.org/ and selecting the Gazelle Security Suite link.

s'épquoia Sequoia Interoperability Testing Platform (ITP)

» prajeot A Joint collaboration between IHE International, IHE Services, and NIST

Access tools

Support Tools Version Description

Gazelle Test Management > 590 The Gazelie Test Management Test Bed
» 410 Assertion coverage management

Data Server » 410 Generate fake data demographics for testing purpose

Sharing Value Set Simuiator » 210 Value set repository simulator

Test tools Version Description

EVS Client » 550 Extemal Validation tool services

Gazelle HL7 Validator ¥ 341 Offers web services (o validate HL7v2.x and HL7v3 messages exchanged in the context of IHE
» 9105 Tool for testing PD transaction
¥ 571 PKI, TLS Simulators, syslog, and ATNA Questionnaire
¥ 4341 XDS Tools 4 configured for RSNA Image Share
3 6.4.0-SNAPSHOT Access to XDS Tool 4 dedicated test enviranment
P 111 Security Token Service used to issue and validate SAML Assertions
P 121 Gazelle Webservice Tester

Utilities Version Description

CAS fogin SS0 login

Nagios Monitoring Nagios monitoring of services

The list of tests that can be run is accessed through the menu items XUA -> X-Service Provider
tests -> Test Cases.

Gazelle Security Suite

PKI = TLS/SSL ~ Audit Trail =

= ‘ & ciass documentation
Gazelle Security ! & conssan cocumenaton
/’ Constraint administration

& X-service Provider tests
The GAZELLE ATNA Tool gathers severaiwwme usuuwu o wmsseeumg-wrryeey

OVERVIEW

ures:

drces

« A Public Key Infrastructure, to share trusted certificates and associated | Ancillary transactions
« A TLS simulator that will simulate clients and servers that can establish & e v a cvrmesnrr ssmms g wy~{8M under test (SUT), especially for ATNA profile
« The ATNA questionnaire.

DIGITAL CERTIFICATES for Conformity Assessment Testing :

The CA certificate is available here.

TEST YOUR TLS IMPLEMENTATION:

« TLS SERVER SIMULATORS: To check your SUT as a consumer/client, the tool will act as a server. You may connect to :
o HTTPS server (<domain_or_IP>:20011)
o Syslog server (<domain_or_|P>:20009)
o "Any" server (<domain_or_IP>:20070)

« TLS CLIENT SIMULATORS: To check your SUT as a provider/server, the tool will act as a client. You can start a connection from these TLS client simulator:

Edit home content
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From the list of test cases, find the test you want to run and click the green arrow to the right of
the screen to create an instance of that test.

Gazelle Security Suite

PKI~ TLS/SSL~  AuditTrall~ XUA~ Administration ~ @ Help  Ibright ~

X-Service Provider test cases

Available test cases

Keyword ~ Description Expected result Last modifier Last changed & Action

MAQD-R-0003.000 Handle missing wsse:Security element UNSPECIFIED aberge 6/16/17 4:55:22 PM (CEST GMT+0200) Q /8
MAQD-R-0003.101 Handle missing Security/Timestamp element UNSPECIFIED aberge 6/16/17 4:55:22 PM (CEST GMT+0200) s E
MAQD-R-0003.102 Handle an expired Security/Timestamp UNSPECIFIED aberge 6/16/17 4:55:22 PM (CEST GMT+0200) PQesa
MAQD-R-0003.103 Handle a Security/Timestamp in the future UNSPECIFIED aberge 6/16/17 4:55:22 PM (CEST GMT+0200) PQs @
MAQD-R-0003.201 Handle missing MessagelD element UNSPECIFIED aberge 6/16/17 4:55:22 PM (CEST GMT+0200) rPQsE
MAQD-R-0003.301 Handle missing Assertion signature element UNSPECIFIED aberge 6/16/17 4:55:22 PM (CEST GMT+0200) PQsaE
MAQD-R-0003.302 Handle Invalid assertion signature UNSPECIFIED aberge 6/16/17 4:55:23 PM (CEST GMT+0200) PQsE

Inside the test instance, type your system’s Patient Discovery endpoint address into the text box
labeled “Endpoint to test”. Select Patient Discovery from the Transaction drop-down menu, and
click “Launch Test” to run the test.

Gazelle Security Suite

PKl ~ TLS/SSL » Audit Trail » XUA ~

Test instance

Test case details

Test case MAQD-R-0003.102

Description Handle an expired Security/Timestamp
Expected result UNSPECIFIED

Configuration

Endpoint to test https://35.173.34.106:8181/Gateway/PatientDiscovery/1_0/NhinService/NhinPatientDiscovery
Transaction Please select...
Back to it Launch test

The Gazelle Security Suite will send a test message to your system and display the message that
was sent and the response.

Please select...
‘ Patient Discovery
Que
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P r——— I ELEY)
Test metadata
Test case MAQD-R-0003.000
Permanent Link #245
Tested endpoint 35.173.34.106:8181/Gateway/PatientDiscovery/1_0/NhinService/NhinPatientDiscovery
Ancillary transaction PD - Patient Discovery
Execution date 8/268/18 10:58:45 PM (CEST GMT+0200)
Username matt

Status PASSED

Back to list

Exchanged messages

Message sentby the ool Message received from SUT

<Pxml version="1.0" encoding="UTF-8"?>

<anv:Envelope “hitpfwww w3, org 2003105/ lope">
<env:Header>
<To xmins="htip-/fwww w3.org/200: 35.173.34.106:8181, Y. Discovery/1_0Nhir i

T
<Action xmins="http://www.w3.org/2005/08/addressing” env:mustUnderstand="true">um:hi7-org:v3:PRPA_IN201305UV02:CrossGatewayPatientDiscovery</Action=>
<ReplyTo xmins="http:/fwww.w3,0rg/2005/08/addressing">

<Address>http:/iwww.w3.0rg/2005/08/addressing/anonymous</Address=>
<IReplyTo>
<MessagelD xmins="htp:/www.w3.0rg’2005/08/zddressing™urm:uuid:61507cEb-6073-4d77-b082-8 36 185acBTb2 </ MessagelD>
<lenw:Header>
<env;Body>
<PRPA_IN201305UV02 xml irn:-hi7-org:v3" xmins:v3="um hi7-org v3" ITSVersion="XML_1.0">
<id xmins="" extension="35" root="1.3.6.1.4.1.12858.11.24 4.1 17.1"=</id=>
<creationTime xmins="" value="20170602154205"><icreationTime=>
<interactionld xmin: extension="PRPA_|N201305UV02" root="2.16.840.1.113883.1.6"></interactionld>
<processingCode xmins="" code="T"></processingCode>
<processingModeCode xmins="" code="T"></processingModeCode>
<acceptickCode xmins="" code="AL"></acceptAckCode>

About Contact us Issue Tracker Copyright 2020 IHE International Back to top English ~ 1
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When you are finished testing and are ready to have your tests validated, send an email with the
permanent links for all the testing completed to be evaluated by email your Sequoia Project Test
Manager to testing@sequoiaproject.org.

Remember to log out of all of the systems and shut down all of the windows that have been
opened!

Our standard business workflow is to return your report within 5 business days of your
submission of testing results. Please ensure someone from your organization is available to redo
any failed or partially verified tests.
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