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1 INTRODUCTION

1.1 Purpose of Document

This document describes how to use the Sequoia Interoperability Testing Platform (ITP) tools and
run the test cases for the Qualified Health Information Network (QHIN) Conformance Testing
Process. This is limited to the QHIN Technical Framework (QTF) Version 1; the information
outlined in the Common Agreement, and related QHIN Testing Process document(s).

Changes to the QHIN Testing Process documents may be updated in accordance with the QTF,
which may be updated in accordance with changes to industry standards and specifications.
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1.2 Prerequisites — Getting Started

1.2.1 Applying to the Conformance Testing Process

To begin the QHIN Conformance Testing Process you will be required to complete the QHIN
Application Materials. Once your application has been approved, your organization will be
referred to testing and users will be provisioned to the tooling. The Sequoia Project testing team
will schedule a testing kick off call to orient your users on how to navigate the tooling components
to complete testing.

If additional users need to be added, please send their name, email, and phone number to
ghintesting@sequoiaproject.org.

DO NOT USE THE “CREATE AN ACCOUNT” FEATURE TO ADD NEW USERS!

-w

Username:
| Ibright
Password:

LI L XL 2] )
'Remember Me
@ Crea nt
@F rd?

@ Forgot your password?
For security reasons, please log out and exit your

web browser when you are done accessing services
that require authentication!

1.2.2 Activating User Accounts

Sequoia staff will create your organization’s accounts and the tooling will send automated
activation emails to new users. Their user ID will be contained in the email. New Users must
validate their email address by clicking the link in the activation email.

1.2.3 Password Resets
Passwords can be reset by clicking the “Forgot your password?” link on the login page.
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Username:

||bnqht

Password:

[ IRemember Me

@ Forgot your password?

For security reasons, please log out and exit your
web browser when you are done accessing services
that require authentication!

An email will be sent to the users registered email address from no-
reply@validation.sequoiaproject.org with the subject “Gazelle-Password assistance”. Click on
the link in the email to complete the password reset process.

The following browsers are supported for use of Gazelle:

- Firefox
- Chrome
- Safari
o7~ | oNC
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2 GAZELLE SECURITY SUITE

Security tests are done using a tool called the Gazelle Security Suite, which can be accessed by
going to https://validation.sequoiaproject.org/ and selecting the Gazelle Security Suite link.

Interoperability Testing Platform (ITP)

th D
See uOIa Ajoint ion with IHE Internati IHE Services, and NIST

project

Version  Description

Gazelle Security Suite 6.3.1 TLS/Certificate debugging, Security Tests, PKI, TLS Simulators, syslog, and ATNA Questionnaire

9.16.3 Tools for QHIN Patient Discovery (ITI-55)

NIST Toolkit 7.7.10a Tools for QHIN Document Query (ITI-38), Document Retrieve (ITI-39), and Message Delivery (ITI-80)
EVS Client 5144 External Validation tool services

Support Tools Version  Description

Gazelle Test Management 6.2.3 The Gazelle Test Test Bed: i Use Only

Assertion Manager Gui 422 { management: i ive Use Only

Utilities Version  Description

SSO login SSO0 login

The list of tests that can be run is accessed through the menu items XUA -> X-Service Provider
tests -> Test Cases.

Gazelle Security Suite

PKI ~ TLS/SSL ~ Audit Trail «

& Cclass documentation

Gaze”e Security : E Constraint documentation

f' Constraint administration

OVERVIEW X
A X-Service Provider tests
The GAZELLE ATNA Tool gathers Severai wws s swrsmerswwmung ey = mfces ures:
« A Public Key Infrastructure, to share trusted certificates and associated | Ancillary transactions

« A TLS simulator that will simulate clients and servers that can eStabliSh & v warrssrrrsrmer gwwrwywt€M UNder test (SUT), especially for ATNA profile
« The ATNA questionnaire.

DIGITAL CERTIFICATES for Conformity Assessment Testing :
The CA certificate is available here.
TESTYOUR TLS IMPLEMENTATION:
« TLS SERVER SIMULATORS: To check your SUT as a consumer/client, the tool will act as a server. You may connect to :
o HTTPS server (<domain_or_IP>:20011)

o Syslog server (<domain_or_IP>:20009)
o "Any" server (<domain_or_IP>:20070)

« TLS CLIENT SIMULATORS: To check your SUT as a provider/server, the tool will act as a client. You can start a connection from these TLS client simulator

Edit home content
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From the list of test cases, find the test you want to run and click the green arrow to the right of
the screen to create an instance of that test.

Gazelle Security Suite 4

PKl TLS/SSL ~ Audit Trail ~ XUA ~ @ Help Ibright «

X-Service Provider test cases

Avallable test cases

Keyword = Description Expected result Last modifier Last changed Action

MAQD-R-0003.000 Handle missing wsse:Security element UNSPECIFIED  aberge 6/16/17 4:55:22 PM (EDT GMT-0400) P Q ¢ @
MAQD-R-0003.101 Handle missing Security/Timestamp element UNSPECIFIED  aberge 6/16/17 4:55:22 PM (EDT GMT-0400) P Q & @
MAQD-R-0003.102 Handle an expired Security/Timestamp UNSPECIFIED  aberge 6/16/17 4:55:22 PM (EDT GMT-0400) P Q ¢ @
MAQD-R-0003,103 Handle a Security/Timestamp in the future UNSPECIFIED  aberge 6/16/17 4:55:22 PM (EDT GMT-0400) P Q ¢ @
MAQD-R-0003.201 Handle missing MessagelD element UNSPECIFIED  aberge 6/16/17 4:55:22 PM (EDT GMT-0400) P Q & @

MAQD-R-0003.301 Handle missing Assertion signature element UNSPECIFIED  aberge 6/16/17 4:55:22 PM (EDT GMT-0400) P Q ¢ 1@

Inside the test instance, type your system’s Patient Discovery endpoint address into the text box
labeled “Endpoint to test”. Select Patient Discovery from the Transaction drop-down menu, and
click “Launch Test” to run the test.

PKI ~ TLS/SSL ~ Audit Trail ~ XUA ~

Test instance

Test case details

Test case MAQD-R-0003.102

Description Handle an expired Security/Timestamp
Expected result UNSPECIFIED

Configuration

Endpoint to test https://35.173.34.106:8181/Gateway/PatientDiscovery/1_0/NhinService/NhinPatientDiscovery
Transaction Please select...
Back to (Gt Launch test

The Gazelle Security Suite will send a test message to your system and display the message that
was sent and the response.

7~ | onc
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Gazelle Security Suite [

PKI = TLS/SSL~  Audit Tral =  XUA ~ 5 @ Help  Ibright ~

Test instance #5128

Test metadata

case M, & 3.000
Permanent Link #5128
oint [ation.seqL ject.org: 144 imulator-ejt pondin tes S i i _PortType?wsdl

Ancillary transaction PD - Patient Discovery

Execution date 5/2/23 11:09:29 AM (EDT GMT-0400)

Username leright

Status  UNKNOWN ’
Back to list

Exchanged messages

Message sent by the ool Message received from SUT
<?xml version="1.0" encoding="UTF-8"7>

<env:Envelope xmins:env="http://www.w3,01g/2003/05/s0ap-envelope>
<env:Header>
<MessagelD xmins="http:/fwww.w3.org/2005/08/addressing">urn:uuid:0d5a930f.587f-4012-8c30-1bade3 102dB3</MessagelD=
<To xmins="http:iwww.w3 org/2005/08/addressing™> hitps:{/validation sequoiaproject.org: 144, i -ejb/Respr (_Service/RespondingGateway_PortType?wsdl</To>
<Action Xxmins="http:/www w3.0rg/2005/08/addressing” env:mustUnderstand="true">urn:hi7-org:v3:PRPA_IN201305UV02:CrossGatewayPatientDiscovery</Action>
<ReplyTo xmins="http:/fwww.w3.0rg/2005/08/addressing">
<Addedrasashitn iw wi ol 20N5NAIAdrAmssinalannnumon s</ Addrpess
About Contact us Issue Tracker Caopyright 2022 IHE International English  ~

Record the permanent link to the test to submit as your test result to your Test Manager.
Remember to also record your ATNA audit log for this test to be submitted to your Test
Manager by email at ghintesting@sequoiaproject.org.
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3 PATIENT DISCOVERY TOOL

Patient Discovery tests are done using a tool called the Patient Manager, which can be accessed
by going to https://validation.sequoiaproject.org/ and selecting the Patient Manager link.

«Interoperability Testing Platform (ITP)

th .
See uO]-aJ A joint collaboration with IHE International, IHE Services, and NIST

Test tools Version  Description
zelle Secummmgyite 6.3.1 TLS/Certificate debugging, Security Tests, PKI, TLS Simulators, syslog, and ATNA Questionnaire
PatientManager 9.16.3 Tools for QHIN Patient Discovery (ITI-55)

7.7.10a Tools for QHIN Document Query (ITI-38), Document Retrieve (ITI-39), and Message Delivery (ITI-80)

EVS Client 5144 External Validation tool services

Support Tools Version  Description

Gazelle Test Management 6.2.3 The Gazelle Test Test Bed: Use Only
Assertion Manager Gui 422 { management: Administrative Use Only
Utilities Version  Description

SSO login SS0 login

3.1 As an Initiating Gateway

To run Patient Discovery tests as an Initiating Gateway, configure your system to send a PD
message to the Patient Manager tool, using the endpoint and Home Community ID found on the
XCPD Responding Gateway page. The endpoint information can be found under the menu option
XCPD -> Responding Gateway.

7~ | onc
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Patient Manager k

XCPD ~ XUA - All patients ‘SUT Configurations « Connectathon = HL7 messages Value Sets Ibright/SEQUOIA =

XCPD Responding Gateway

XCPD Responding Gateway

KCPD Responding Gateway XCPD Responding Gateway
INIT_GATEWAY RESP_GATEWAY -
(suT) (PatientManager) Endpoint
https.// i iaproject.org:144;
ajb pondi pondi _PortType?wsd|

Cross Gateway Patient Discovery (ITI-55;

Receiver device.id root OID
PRPA_IN201305UV02

2.16.840.1.113883.3.7204.1.3.1.2
Receiver organization OID
2.16.840.1.113883.3.7204.1.3.1.2
Home Community ID
2.16.840.1.113883.3.7204.1.3.1.2

PRPA_IN201306UV02

T
Cross Gateway Patient Discovery (Deferred mode)
PRPA_IN201305UV02

MCCI_IN000002UVOL

Some delay R
PRPA_IN201306UVD2

MCCI_IN000002UVD1

I 1

Send a Patient Discovery Message with the Patient Demographics required in the test to the
Gateway. The Gateway will respond with information about the matching patient. You can find
the results of the test under the HL7 Messages link at the top of the screen. Click on the
magnifying glass icon to see the messages for that test instance.

Patient Manager

XCPD ~ XUA ~ Al patients SUT Configurations + Connectathon HL7 messages

Messages browser

Search Criteria c 0o
Domain o = Simulated Actor Show All . ox Trsneaction Show Al v|®
Initiator role S AL v|% POSPONdeE roke Show Al v|®
Ioishos. Show All v| % Responider Show All v %

Timestamp Ay x

The administrator has restricted the access to the messages. You are only seeing the messages sent by anonymous users

Messages
Timestamp ~ Transaction Initiator Responder Request Response
Action

8114120 8:24:27 AM (CEST GMT+0200) ITI-55 PatientManager (INIT_GW) ADVault (RESP_GW) P PRPA_IN201305UV02 P PRPA_IN201306UV02 arcC
8/13/20 11:47:52 PM (CEST GMT+0200) ITI-55 PatientManager (INIT_GW) BSCC (RESP_GW) P PRPA_IN201305UV02 + PRPA_IN201306UV02 QrcC
8/13/20 11:47:30 PM (CEST GMT+0200) IT-55 PatientManager (INIT_GW) BSCC (RESP_GW) P PRPA_IN201305UV02 P PRPA_IN201306UV02 Q»C
8/13/20 11:14:10 PM (CEST GMT+0200) ITI-55 PatientManager (INIT_GW) BSCC (RESP_GW) P PRPA_IN201305UV02 P PRPA_IN201306UV02
8/13/20 11:12:57 PM (CEST GMT+0200) ITI-55 PatientManager (INIT_GW) BSCC (RESP_GW) P PRPA_IN201305UV02 P SOAP Fault Q C.
8/13/20 11:12:29 PM (CEST GMT+0200) ITI-55 PatientManager (INIT_GW) BSCC (RESP_GW) P PRPA_IN201305UV02 P SOAP Fault arcC
8/13/20 11:11:49 PM (CEST GMT+0200) ITI-55 PatientManager (INIT_GW) BSCC (RESP_GW) P PRPA_IN201305UV02 P SOAP Fault Qpr»C
RN 104028 PM (CEST GMT 0200 ITLAS Patienthtananar (INIT (WA RRC IRESP GWh & PRPA IN201ANRINND B PRPA INPNTARINND (o N e

About Contact us Issue Tracker Copyright 2020 IHE International English

-

Each will have information about that instance including timestamp, initiating and responding
systems, and a permanent link to the test instance and test report, as well as the request and
response messages
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Patient Manager

XCPD ~ XUA ~ Al patients. SUT Configurations Connactathon ~ HL7 messages Value Sets

Transaction instance details (#1619)

Timestamp: 5/2/23 1:37.50 PM (EDT GMT-0400)

Simulated actor: Responding Gateway

Domain: | T-Infrasctructure

Transaction: ITI-55

[eway)

link: htips:/fvalid saq: /P: g

Display seam?id=1619

ipk to test report: hitps://validation sequoiaproject.org/PatientManager/rest/GetReport2j

Request: PRPA_IN201305Uv02 Response: PRPA_IN201306UV02

Message metadata

Message ID 1.3.6.1.4.1.12569.11.24.4.1.17.1:0220088-60b0-4d41-b033-0010caB8171d
XML
<?xml version="1.0" "UTF&" "yes"?:

[N

Ibright/SEQUOIA ~|

At the bottom of the request and response messages, there is a button to validate the messages.
Click this to get a report on your message conformance to the standards, including any errors

that will need to be remediated.

TS0 T 1200913080 1 2 >

<tamily>Davidson
<gven>Coignon>

<nalue>
s Text>LivigSubject name</semanticsText>
SubeciName>
tAddress>
<value>
<city>Springfiekd</city>
<state>MO</state>
<sireetAddressLine>809 First Ave</sireetAddressLine>
<country>USA<icountry>
<postaiCode>65801</postaiCode>
<wvalve>
<samantcsTaxt>Pabent acdr<isemantics Toxt
<ipatentAdiresss

Validation result (Status: )

25! Nas not bean performed yet or s ot available

S Copyrone 2021 HE il P
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Validation result (Status: FAILED)

External Validation Report

Validation Date 2023,0323-021922
Vali lce  Gazelle HL7V3 Valdator : (T1-56] Cross Gatewsy Patient Discovery Reguest
Status

xmL
ModelBased Validatioy
XML
s

is valdation are gathared in this pert

62)
jpe. it (see ine 21, column 62}

s type, Ui (5ae §ne 24, column 70)

IMCode, “urn hiT-0rg ¥3"typald, “urm hi7-org ¥3" tempiateld, “ur hi7-org va" valus}' |5 expectad. (506 Ine 44, column 36)
U hi7-org 3" semanticsText) is expected. (see line 77, couma 34)

WModel Based Valkiaton detats

Resuit
Summary

HIDE : CJErmors Clwamings Dintos CReports

Errors
Test constrsint_mecim0a100UVD!_deviceld

Location (PRPA_IN201305UV02/sonderidenice &

Description  IHE restriction. K100t SHALL be an 1S OID. & i exténsion SHALL not have a vaiue (Table .1.1-1: Model Atiributes) [ Assertion . |
Test consiraint_mecimi000100UVD!_srganizationid

Location PRPA IN201

About Contact us tssue Tracker Copyright 2022 IHE Intematinal Back o top

When a passing validation is achieved for both request and response, send the permanent link
to your Test Manager. Remember to also record your ATNA audit log for this test. Submit
results to your Test Manager by email at ghintesting@sequoiaproject.org.

3.2 As a Responding Gateway

The test patient data will need to be pre-loaded into your system and can be found on the RCE
website here.

Go to the SUT Configurations and make sure that your system has been set up as a known HL7v3
Responder and that the endpoint is correct. If the information is not correct, contact your Test
Manager for assistance via an email to ghintesting@sequoiaproject.org.

HL7v3 Responders

Search Criteria

Usage Show All

Name = System name « Endpoint

o Epc Epic MDA //OpON-AC S0 COM IMHCONNCT-CH-701 SWCTODE COMMINity hie XCPAreSpONANQDSIewRYS yNC SVC

of® SIMULATOR . PDQV3 Suggder Pabent Manager . PDOV3 Supplier D /40 8IN0s1 BOBD PAMSA3I0r & o = PORISUrCher PO Type s
o SIMULATOR - PIXV3 Manager Pabent Managor - PDOV3 Manager hitp /focaihost 8080 PAMSmulator ey PIXManager_Servica PLXManager_PortType Pwsd
Pz ONC
/ < . TEFCA 13
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Go to the XCPD Initiating Gateway menu and select [ITI-55} Cross-Gateway Patient Discovery.

Patient Manager

XUA ~ All patients SUT Configurations v Connectathon HL7 messages Value Sets

Initiating Gateway [ITI-55] Cross Gateway Patient Discovery

Responding Gateway Configuration and Deterred quenes

XCPD Initiating Gateway

Simulator

Name

Simulator Configuration
sender device id.root OID
1361411255911244115
Organization OID
1361411255011 244112

Select your system from the System under test list and then select the pre-defined query for the
test you are running. The Patient Manager will populate the patient demographics needed. Click
“Send Message” to run the test and send the message to your System.

Patient Manager

XCPD~  XUA+  Alpstienis  SUTConfigurstions »  Conneclathon »  HL7 messages  Velue Sats BGUSEQUOIA
XCPD Initiating Gateway
XCPD Initiating Gateway
Simulator XCPD Initiating Gateway System Under Test (SUT)

RESP_GATEWAY
{sum)

X
AN LN i

Name
Simutator Configuration
sender device Id.root OID

Name
Demonstration SUT
URL

216.840.1.113683.3.7204.1.3.12

. y o
eHaUbRoUteTom2.16.840.1.113885.3.7204 1.3.1.2
receiver device koot OID

2168401 113883372041 3.1.2

Organization OID

2168401 113843972041 9.1.2

ization OID
216.840.1.113683372041.3.12
Home Community 1D

216.840.1.113683.3.7204.1.3.1.2

Some delay

‘ PRPA_IN201306LV02 |
1 IN000002Uv01 |
T T

Pre-geined query

() Defesred response mode
() Use XUA?

Demographic information

First name. Second Name Third Name

Last name Mother's maiden name

@ Asternate names (click to open)

The system will display the test results, including the message sent, and the response.

TEFCA
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x|+ ]
ae oo@wE @
[

XUA~  Allpatients  SUT Configurations ~  Connectathon =  HL7 messages  Value Sets

Transaction instance details (#18537)

Timestamp: 8/13/20 11:47.52 PM (CEST GMT+0200)
Simulated actor: Initiating Gateway

Domain: IT-Infrasctructure

Transaction: [TI-55

Initiator: Patianttanager {Initiating Gateway)

Responder: BSCC (Responding Gateway)

Permanent link: hitps:/ivalidation sequoiaproject org/PatientManagers ges! 2D n7id=18537

Permanent link to test report: https://validation sequoiaproject org/PatientManager/restiGetReport?id=18537

Request: PRPA_IN201305UV02 Response: PRPA_IN201306UV02

Message metadata

Message 1D 1.3.6.14.1.12559.11.24.4,1,17.1:7568
XML
<Pxml varsion="1.0" g="UTF8" yos"7

<PRPA_INZ01305UV02 ITSVersion="XML_1.0" xmins="urn:hIT-org-v3">
<id extension="7568" root="1.3.6.1.4 1.12559 11 244 1. 17.17/=

About Contact us Issue Tracker Copyright 2020 IHE International English

As for the Initiating Gateway tests, validate the messages, and report your permanent link for
your passing test to your Test Manager. Remember to also record your ATNA audit log for this
test. Submit results to your Test Manager by email at ghintesting@sequoiaproject.org.

7~ | onc
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4 NIST TooLKIT

Query for Documents, Retrieve Documents, Message Delivery, and Alternate Purpose of Use
Tests are done wusing the NIST Toolkit which can be found by going to
https://validation.sequoiaproject.org and selecting the “NIST Toolkit” link.

«Interoperability Testing Platform (ITP)

th o
See uOla A joint ation with IHE i IHE Services, and NIST

IRs project
Test tools Version  Description
Gazelle Security Suite 6.3.1 TLS/Certificate debugging, Security Tests, PKI, TLS Simulators, syslog, and ATNA Questionnaire
PatientManager 9.16.3 Tools for QHIN Patient Discovery (ITI-55)
NIST Toolkit 7.7.10a Tools for QHIN Document Query (ITI-38), Document Retrieve (1TI-39), and Message Delivery (ITI-80)
EVS Client 5144 External Validation tool services
Support Tools Version  Description
Gazelle Test Management 6.23 The Gazelle Test Mar Test Bed: i Use Only
Assertion Manager Gui 422 Assertion : Use Only
Utilities Version  Description
SSO0 login SSO0 login

4.1 XDS Toolkit Test Session Setup

Your Sequoia Project Test Manager will create a Test Session for you. The Test Session ID will be
assigned by your Test Manager. Select your test session by typing the name in the text box at
the top of the screen.

7~ | onc
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Toolkit

Home

Toalkit configuration &
System Configurations
Manage Patient IDs
Simulators

New Simulator Logs

Environment{roe  ~|podes Test Session:  demoD1 Delste | [abe123 Change | Exit| Create New| You are not signed-in. Sign In.

Queries & Retrieves

FindDocuments.

Find Doguments (All
Parameters)
FindDocumentsByRafld
MPQ-FindDocuments
GetDocuments.

GetRelated

FindFolders

GetFolders
GetFolderAndContents
GetSubmissionSetAndContents
GetAll '
RetrieveDocuments
RetrievelmagingDecumentSet

Submit

XDS Register

XDS Provide & Register
XDR Provide & Register
Other Tools

Repository Listing
Connectathon Tools

Testing

Cenformance Tests

Your Sequoia Project Test Manager will create all the systems and simulators you will need. Select
the system you want to test by clicking the blue Test Context button on the right and selecting
the system from the list.

X Conformance test context

Selection of codes and certificates
Environment: rce

A Test Session holds the test results for a single system under

test,
Clear Test Session

—, Contains results for systems:
[demed1 | pEmO-01
GazelleSts
Test Session -| dema01__community1

System under test for this Test Session

'DEMO-01

GazelleSts
allRepositories
demal1__community1
deme01__community2

System under test
Assign System for Test Session

Select “Conformance Tests from the menu on the right. This will bring up the groups of tests
available. Tests are categorized as being: for an Initiating or Responding Gateway; for the
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Document Query (QD) Document Retrieve (RD) or Message Delivery (MD) scenarios; and as

Required, Optional, or Conditional. Select the tests you want to run by clicking on the name

¢

Toolkit

Home

Toolkit configuration &
System Configurations
Manage Patient IDs
Simulators

New Simulator Logs

Queries & Retrieves

FindDocuments

Find Documents (Al
Parameters)
FindDocumentsByRefld
MPQ-FindDocuments
GetDocuments
GetRelated
FindFolders
GatFolders.
GetFolderAndContents

GetSubmissionSetAndContents

Gethll
RetrieveDocuments
RetrievelmagingDocumentSet

Submit

XDS Register

XDS Provide & Register
XDR Provide & Register
Other Tools

Repositary Listing
Connectathon Tools

Te

Conformance Tesls

Environmentrce ) Codes Test Session:

X ConfTests

Oven

Actor to test

demo01

Conformance Tests

Tests are organized as: Actor Profile Option. Select the option you are interested in.

= SUT as Initiating QHIN
= Document Query Scenario
HRequired
[mloptional
= Message Delivery Scenario
[IRequired
[Econditional

Legend:
Not Run
[DSuccesses

DFailures

© SUT as Responding QHIN

= Document Query Scenario
[Required
B Gonditional
Optional
& Message Delivery Scenario
HRequired

Delete | (abc123 Change  Exit | Create New

You are not signed-in. Sign In.

() Abaut this Tool

Test Context
Environmant: rce
TastSession:

demo01
SUT: DEMO-01
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4.2 Responding Gateway Tests

Make sure the endpoints listed under System Under Test Configuration are correct. If you are
doing the tests with TLS, make sure the SAML and TLS boxes are checked. You do not need to
initialize the testing environment.

The first test listed, RG.Init, must be run first, and must be successful before any other
Responding Gateway tests will work. This test sends a PD request to your system and retrieves
your internal ID for the test patients, which it stores and uses to populate future the QD, RD, and
MD tests.

: Envieonmant trce <o Tost Session:  damod3 Delote | Ghange | Ext] Croate New| You are not signed-in. Sign ln.
Toolkit
% ConfTests

Home

Taolkit configuration & .

System Canfigurations

e Paiont IDs

o Conformance Tests
Opticn - ffest Context

Environment: rce

Queries & Retrieves RERURE) Conditional O i e o
SUT:DEMOD3 |

indDacurments

Zind Documents (All N

2arameters) Testing Environment
DocumentstyRelid

indl
ARG FindDacuments 1 the tout make no b behing If yau want t test using the traditional assumgtions abaul
SetDacuments " Responsing fand

SefRel

FindFolders This X0 Toolkit ADT messages, documents).

SeiFolders

SetFolderAndContents the right, If your Responding Gateway is not st site

Selo
SetSubmissonSetAndCantents
Sethll Eac of RG Init depends on the Responding Gatewsy

spanding Galewsy.
stieveDozuments ptions about the intlalization setup.
otievelmagingDocumantSet

T Rast - Initializa wil dalsta il Mparting simulators and Patiant IDs and racreate tham,

Submit |
SAML

XDS Rogistar

XDS Pravide & Register

KOR Provide & Register

Ons

Initialize Testing Envisonment

Other Tools

oposltony Listen System Under Test Configuration

Testin:

N DEMO-03 [5ystarm Confurstion)
Cenformance Tests
Securs | Non-secure.

[cre | 144301 _rghgines T B g
|Cras (etrieve| T ola-gif-1simidemeld_rgirg/acr
[XCPD Query N\ |htsps:/vakdation sequoaproject org/PAN _PortType?wst
[homaCammunityia jurn o131 1 4567334.1.1 i
Supporting Environment L
Uiities run to iniisliza sawirsnment
[Test: RG.Init - RG.Init 1123wy 01, 2029 ® ns @@+

Scroll down to the bottom of the page to see the test list. You can click on the arrow beside the
Test Group name to run all of the tests in the group, or you can click on the individual tests to run
just that one.

For Responding Gateway tests, the running test will send messages to your system and wait for
a response. Tests that have passed will turn blue, failed test will be red.
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Environment, ca ) godes Test Session:  demo03 Delete Change | | Exit] Create New *fou are not signed-in, Sign In.
Toolkit
X ConfTests
Home
Toalkit configuratian .
System Configurations
M P 1D
Sy ot 1Ds Conformance Tests
New Simulstor Logs . . .
Supporting Environment Configuration * (Tast Context N
Queries & Retrieves Environment: rce
System: None TestSession: demod!
FindDocuments T: DEMO-03
Find Documents (All Utilities run to initialize environment
P el - .
Parmekers) Test: RG.Init - RG.nit 1120 sy 01,202 ® 15 ®@

MPOQ-FindDocumants
GelDocuments.

GetRelsted
FindFolders
GetFolders

GelFolderAndContents

GetSubmissienSetandContents [T W

RetrigveDocuments [Successes: z

RetrievelmagingDocumentSet  |[Faikures: [

Submit | [Met Run: 3

08 Brtie's Register fl'est: RG Basic.PatientDiscovery - XCPD Find Patient QTFTEST-004 1121 sy 02, 202 ® @ W ¢

::: P':""?“““""” : RG.Query.FindDocuments.Minimal - Responding Gateway responds to minimal FindDocuments queries 1121 uey oz z023 ®) @@ ¢

er Tools

:m:g‘;ﬁ:‘%s : RG.DocQuery1_secondpurposeofuse. TREATMENT - Test for Purpose of Use: TREATMENT ®

Testing fl'esl: RG.DocQuery1_secondpurposeofuse.REQUEST - Test for Purpose of Use: REQUEST & 3

Confermance Tests Test: RG.DocQuery1_secondpurposeofuse.COVERAGE - Test for Purpose of Use: COVERAGE ® -
fl'est: RG.DocQuery1_secondpurposeofuse. OPERATIONS - Test for Purpase of Use: OPERATIONS ® )
Test: RG.DocQuery1_secondpurposeofuse.PAYMENT - Test for Purpose of Use: PAYMENT ® -
frest: RG.DocQuery1_secondpurposeofuse.PUBLICHEALTH - Test for Purpose of Use: PUBLICHEALTH ® L)
tfest: RG.DocQuery2_secondpurposeofuse. LEGACY-TREATMENT - Test for Purpose of Use: Legacy Value for Treatment ® -
fl'est: RG.DocQuery2_secondpurposeofuse. REASSURANCE - Test for Purpose of Use: Undefined Coded Value for Treatment ® -
fl'est: RG.DocQuery2_secondpurposeofuse. TREATMENT-OID - Test for Purpose of Use: Incorrect OID for Coding System ® -

Clicking on the test and then the test step name will show you the results of the test. To see the
logs, click on the eye symbol to bring up the Results Inspector tab. Clicking on the garbage can
symbol will erase the test results and let you try again.

Ervrsrrmant! e <] gades Tomt Smvmior: doGd Damts Changs | Ext|  Creatm Naw o e S
Toolkit

Home J

Tomt g c

Syatem gt

Hanage P O Conformance Tests

Now Simule Logs e i

i vy aanen e

Test: RG.Query.FindDoct

uments. Minimal - Responding Gateway responds to minimal FindDocuments queries rs a1 s sz s st

Queries & Retrieves

onthe RS M, You o sucmmsehily compieis RG

 RetieveDocumanSatiquest ransaction with fuse parametars:

. : . et
+ Rosposton Ungua ID: Vae retumed iy 53, Cuary FindDocumants. mimai fust

o . s L ol uary i i
[ Docimant Ui ID: Vi 180umad i RELCuary FIndDBc.mans msma last

naods 1o rotum o
Gaaa

7 CronsatenmRotiovy
S ——"]
ssmames:t
D8 Ruguise
XD Fravide & Rugaie
XOR Provide & Ragatnr

Other Tools

3 request
4. DoTuMEcHURIUE Malthes DoCUMBCTUTIGUSKS In Srcin recuaEt

EView Inteenchon Saquance

e S O ® g

Confermance Tests
Pitasn 300 Renama 16 for Gversi Y63t 55 N 1052 nas caly 3 Hngis e,
EView Tovpian
Error: Rairews Exvor andpont wa: 1o sndpant ponigured for S0 EE @ L oot ot wa: 2007

Eew Matadata
sase:

Encocint
Expacies Siaton: Sucesns.

Message

el Error  arpaint was: No enaport comty

Excaption. XasintumalExcoptin

9o st ik e Ratiave Ener far S0AF

Use Reports

Name Useds  Value Test Section

Sebcumeni0l_uiquoldd SoedS 1242 20231132004010.88 RG.Cusry FiudDosments Minmal D3a-aat ches-seprovd 122 kot s speraod
Socumerit_free3 Shomes 1145673811 B Cumry

Sebcumsnioa ! _rmpostiony® Srepostonuicd 114507332 1.15 RG.Ousry FindDocuments Minmal 032 esf cass-aceroved 02sdeat-class-sscrored
SCUTANION_unqueKSS SocedS 1247 202211ERATIN 68 RO.Cusry FDocaments MInmal Dol Chi-scpromd 125-wal-li-ercnsd
B I 1145671811 RS

Sncumanton1_repomiony$ SreposmoruiTs 114567332118 R Minmal

In the Results Inspector you can view the request and response messages for each test step, as
well as full logs and error messages.
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Environment: Sequola ¥ ’s':i'sm connect ¥ Add | Delete ;eess‘m connect Delete Change | | Exit| Create :;’"
A n — P New | are

Toolkit Godan

XHome X ConfTests | X Resultinspector

sianet

Home
Toolkit configuration
System Configurations |
Manage Patent IDs
Slrnualglms I" SPeCtor
New Simutator Logs

Advanced Options)

Queries &
TestStep id="PD" status="Fail">
FindDocuments jatory °
Find Documents (All <XcpdTransaction step="PD">
Parameters) ® History * Contents <:fesequom>1ezdee/>
FindDocumentsByRefld & QD-RD-R-0000.0-2011 (Tue Oct 30 203041 CET 2018)|  <ParseMetadata>False</ParseMetadata>
MPQ-FindDocuments 5 /QD-RD-R-0000.0-
GetDocuments. © logs [2011/PD/Mindpatient xmi</MetadataFle>
GetRelated status - fai </XcpdTransacton>
FindFolders <Error>Intemal Efror: No endpoint specified for transaction xcpd and XDS version Unknown and secure = faise on site
GetFolders endpoint

ling_H a fig i 1 T
B A [Testing_Harness_Tango_CONNECT actor config is default/Testing_Harness_Tango_CONNECT Exception XdsinternaiException|

request kov.nist toolkit xdsexceplion client XdsintemalException: No endpoint specified for iransaction xcpd and XDS version Unknown
GetSubmissionSetAndContents response fand secure = false on site Testing_Harness_Tango_CONNECT at

GetAll kyov.nist toolkit testengine. Transaction java:828) at

RetrieveDocuments request header loov.nist.toolkit testengine. i java:703) at
RetrievelmagingDocumentSet response header fgov.nist toolkit testengine. java:218) at

FHIR Search lov.nist toolkit testengine_engine. StepContext run(StepContext java:466) at

loov.nist toolkit testengine engine. PlanContext run(PlanContext java:251) at

errors

Submit full log lgov.nist toolkit testengine_engine. Xds Test runAndReturnLogs(XdsTest java:223) at
assertions loov.nist toolkit testengine.engine. Xdstest2.run(Xdstest2 java:266) at
XDS Register loov.nist toolkit session.server L java:168) at
XDS Provide 8 Register loov.nist toolkit session.server uti java:133) at
XDR Provide & Register loov.nist toolkit session.server serviceManager. TestRunner run(TestRunner java:89) at
Submit Resource ' lov.nist toolkit session server. java:155) at
loou.nist toolkit xdstools2.server ToolkitServicelmpl.runTest(ToolkitServicelmpl java:911) (stepld=PD)</Error>
Other Tools TestStep>

Repository Listing
Connectathon Tools

Testing

Conformance Tests

When all of the tests you need to run are colored blue, you can notify your Test Manager that
your tests are ready to be evaluated. Remember to also record your ATNA audit log for your
tests. Submit results to your Test Manager by email at ghintesting@sequoiaproject.org.

4.3 Initiating Gateway Tests

Take note of the endpoints and Home Community ID listed under Supporting Environment
Configuration. These are the endpoints you will send your test messages to. If you are doing the
tests with TLS, make sure the SAML and TLS boxes are checked. You do not need to initialize the
testing environment.
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TetSesson cewsD) Do — = e s non i, SQLEL

Toalkit

Conformance Tests

- Moni Gt |
Eryrorment: ron
Tomssassioe:
Sumoemaos |

rerman coms NOT ssaums Siat the Gatwarey under 196 s viggermd by IHE vansacsions. | i up i the Intimbng e s e, This ems ot manes
iy ot in README tesis bniow.

DS Ragiatat System Under Test Configuration
XDS Brot § Ragitne
XDR Prande b Rogster
adae Confiesion
other Tools DEMO-03 3. 1

e
iy Cu A it oy 13D 1 i rma3_ gy

e i1 1.4567334 1.1

Eanf

Simulator: demo03_community ! (mszir Comiaurane) (Smutsoe Lol

o

Jarceaa 23456781

Simulator: demo03_eammunity2 (5. s Contaution] (Sl Loo]

Endponis and 1Bz T Tocure Tor- sweure.
oy

The first tests listed, IG.Init.Communityl and IG.Init.Community2, must be run first, and must be
successful before other Initiating Gateway tests will work. These tests submit documents to the
simulator repositories for you to query.

: Envirenmant rce v Codus Toit Sasan. w03 Duiata Cnangs | 5| Craats New Yol e 001 Sigrad-n. SO0
Toolkit
Conformance Tests
T ot
e
Tocsace daroa:
2 ST Do
oo
. =
RatiavaimagngocumaniSet -
supmit
05 Rt
Fropas oG =y T
ousry
e Provid i .
CRMU it 8
s —
ormceres | [prasto =
=5 =
foiu =
[Test: 1G.Init.Community1 - Submit first set of documents for QTFTEST-002 05 a2 v 02, 222 ® @ '
Test: |G.Init. Community2 - Submit second set of for QTFTEST-002 s novee 2oz ® @2

o
Test: IG.Readme.QuiRmr\eve - Readme file for Ini‘ialinl Gabewai hesﬂi ® @ ")

To run the Initiating Gateway tests, send the appropriate message from your system to the
simulator endpoints listed. When the simulator has sent back a response run the test in the tool
by clicking the arrow by the test name. The tool will search the simulator logs for a transaction

prm—
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that matches the test requirements. When it finds an appropriate response, the test will be

marked “passed”.

@ s e

X @ s - x| . et ety e x|+
© & wlbbonsequospeectorg el
LRy PRSI  PETSTRray. PR e aiara [ Tow Wt T o St . T i . Mok s [ vt G D) Pt .
Emionmentiica Tost Seznon: oM D Cuange Ent| Croms tew

Toolkit
* Canfusta

Smulstors
M Simutar Logs

Conformance Tests

o — e, rogrosas
_communiyZrogen " o]
s o s i
o = st pp.vaiatin = T
i cermmuniyZvogima
= rm g oesicoen -
u H s £
[T e Wbl Dralaton =
Raposiery (1 1 ASETSE 70T & — lip el i
cnSatardConeets | [romeCommuntyk] ok 12 38587 8.2

Uit rus i nitiszn oebunermnt

[ ———

Test: |G, Init.Community1 - Submit first set of documents for QTFTEST-002 sz o o2, 202z & @'
Test: IG.Init.Community2 - Submit second set of documents for QTFTEST-002 o3z wow o2 2022 & @@

S e P

Other Toos

[—— o 5

Commonien Tos e :
e | E——

Teatng = E

Conlormarca Tosss

Tost: IGRaadms,Qusﬁitilws - Readme file for \nillahﬁ Gatﬁ tamiﬁ ® AW |

This tast saarchos tha Raspondng Gateway logs for at kst s query that mests thesa crbara:

MAGH0T a1 Pt the XD REQETY Tt i DONN e RECponang Galoway
#2437 41.20 20004150,

ST e ——

= Tosan
ity oty ko il sk o damals_seminty | apld=qum_00T-45prsvec

Stnp: quary_001-npprowed.
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Endosit: i

Expmcied Stukun: Sucows
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When you are finished testing and are ready to have your tests validated, send an email with the

permanent links for all the testing completed and all of your ATNA logs to be evaluated by email
your Sequoia Project Test Manager to ghintesting@sequoiaproject.org.

Remember to log out of all of the systems and shut down all of the windows that have been
opened!

Our standard business workflow is to return your report within 5 business days of your
submission of testing results. Please ensure someone from your organization is available to redo
any failed or partially verified tests.
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